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Summary

Secure Your Data, Enforce Compliance, and Defeat Cybercrime

Get Started in Minutes!

ArcSight Logger is available as free downloadable software that brings true enterprise-class log
management functionality to everyone. Users can download, install and start getting instant
value out of their logs within minutes. Using this version, you can collect up to 750 MB of log
data per day and store up to 500 GB of uncompressed logs (assuming average compression
10:1). It also comes with 90 days of phone and email support followed by access to the ArcSight
Logger user community. As shown below, the downloadable version of ArcSight Logger
provides access to all enterprise features for a full 12 months. Anytime during that period, you
can upgrade to an enterprise version.

What It Does

ArcSight Logger collects information from any system that generates log data. It can process
that information as much or as little as desired, and can produce ultra-fast searching across the
data. As a result, organizations of any size can use this high performance log data repository to
aid in faster forensic analysis of IT operations, application development, and cyber security
issues, and to simultaneously address multiple regulations.

How It's Different

Until now, log analysis was asset-centric and organizations purchased one product for security
and compliance reporting, a different product for IT operations search and yet another one for
application development. Today, the questions that need to be answered through log analysis
are increasingly user-centric and can span any and all infrastructure. Traditional log
management tools cannot be expanded to analyze logs across the enterprise because they are
limited by the type of sources; have restricted search/reporting capabilities and are not scalable.

ArcSight Logger is a universal log management solution that can capture and analyze ALL
enterprise log data to answer questions of individual teams and can easily be expanded into an
enterprise-wide log management solution when needed.

Document History

Initial Release Based on ArcSight Logger 5.2
Update: 2012/11/08 Modified for Windows 2008 logs
Please refer any documentation changes or suggestions to brian.wolff@hp.com

Update: 2014/04/10 for Logger 5.5
Update: 2015/12/17 for Logger 6
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Current models of Logger

ArcSight Logger is available as Software or as an Appliance.

http://www8.hp.com/us/en/software-solutions/arcsight-logger-log-management/tech-specs.html

The current models of the Logger Software available are:

ArcSight Logger Software Specifications

Model (E-LTU)

HP ARST Logger
5GB/d SW (Base +
Add-on)

Max log volume

5 GB/ day each 8TB

Max Online Max data Max instances Max data
Storage colume/instance in peering volume
250 GB/ day 20 5T/ day

Software Generic Specs

Supported 05

Recommended Hardware

Storage

Red Hat Enterprise Linux v6.5, 64-bit
Cent0S v 6.5 64-bit

CPU: 2 % Intel Xeon Quad Core or equivalent

Memory: 12 - 24 GB (24 GB recommended)

Disk Space: 65 GB (minimum) in the software Logger installation directory. If you allocate more space, you can store
more data.

Root partition: 400 GB

Temp directory: 1 GB

Average compression of 10:1
(depending on the data type and source)

The current models of the Logger Appliance available are:

ArcSight Logger Appliance Specifications

Model

Daily Data Limits (not
expandable)

Capacity (Compressed Data)

Hardware Spec

Memory

Storage

Host Bus Adapter

Dimensions (DxWxH)

Connector Management

27.5"x17.1"x 177

L3505 L7505-SAN L7505s L7505x
30 GB/day 160 GB/day 80 GB/day 160 GB/day
800 GB 8TB 8TB 8T8

1xIntel Xeon, E5-2620 2x Intel Xeon, 2648L, 2x Intel Xeon, 2648L, 2x Intel Xeon, 2648L,

2.0GHz, 6-core 1.8, GHZ 8-core 1.8, GHZ B-core 1.8, GHZ 8-core
Processor Processor Processor Processor
32 GB, 1600 MHz RAM 64 GB, 1600 MHz RAM 64 GB, 1600 MHz RAM 64 GB, 1600 MHz RAM
4% 500 GB (1.5 TB RAID- External — SAN 4x3TB(9TB-RAIDS) 4x3TB(3TB-RAIDS)
5
NIA 2 x 2-port 16 GB Emulex NfA NIA

HBA

275" x17.1"x 17" 29.5"x17.1"x1.7° 29.5°x17.1"x 17"

Yes NIA N/ NIA

Management Web browser, CLI, Web Services AP
Operating System Red Hat Enterprise Linux v6.5, 64-bit
Supported Sources Raw Syslog (TCP/UDP), Raw File based logs (FTP, SCP, SFTP)
Analysis optimized collection using HP ArcSight SmartConnectors
FlexConnector framework for legacy event sources
HP ArcSight CEF (Common Event Format), HP ArcSight ESM
Storage Averag P of 10:1 (dependent on data type and data source)
Power 2 % 460W CS Platinum Power Supply
Ethernet Interfaces 4x%10/100/1000
Chassis u
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2. ArcSight Logger Trial, Downloads and Demos

Logger is delivered in several formats
1. Appliance Logger

2. Software Logger

3. Trial Logger 6.0 for Linux

4. Trial Logger 6.0 on VMware VM

Below is the link for the free trial license of (2) Software Logger.

ArcSight Logger is now available as a Limited Period, no cost demo. You can locate it at the
following link, which is also seen in the screen-shot that follows:

http://www8.hp.com/us/en/software-solutions/arcsight-logger-log-management/try-now.html

() rwmme swmn o

* ﬁ L L D dvriew > 1 Tomistiovice s § Sewsioad

Safnae Hame Senrty
HP ArcSight Logger 6.0 English SW E-Media

ARCSIGHT LOGGER TRIAL, DOWNLOADS AND DEMOS Overvien Tellus about yoarself s

Cownlcad Fresignt Logger tial softwace 10 axperience the
Lmi

2 3antages 0f e g management for 2

Bmesseeal * Compary

(onfart s
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Status

Progress | Size

Filename

mo 52.3%

34812 MB | DOWNLOADING | HP_ArcSight SmartConnectors_for_Logger Trial HP-ArcSight-SmartConnectors-for-Logger-Trial.zip

m

I m_'

Progress | Size Status Filename

mna 13.7%

702.96 MB | DOWNLOADING | HP_ArcSight_Trial Logger 6.00_on_VMware VM_HP-ArcSight-Trial-Logger-600-on-VMware VM.zip

@ h20392.www2.hp.com/ecommerce/akam/tableviewpopup.html?language=en&ur=0.78

Exit

80626308658¢urls=http %3 A%2F%2Fh30537 www3.hp.com %2Fprdownloads%: ﬂ st

Size Status Filename

Progress

m o 34%

286.03 MB | DOWNLOADING | HP_ArcSight_Trial_Logger_6.00_for_Linux_HP-ArcSight-Trial-Logger-600-for-Linux.zip

-

m

Exit -

WinZip [HP_ArcSight_Trial_Logger_6.00_for_Linux_HP- ArcSight-Trial-Logger-600-for-Linwx.zip]

------ L ArcSight-logger-6.0.0.7285.0.trial.bin
ArcSight-logger-6.0.0.7285.0.trial.bin.sig
ArcSight-logger-6.0.0.7285.0-opensourcetgz
Logger_AdminGuide 5.0.pdf
Logger_QuickStart_Trial_6.0.pdf
Logger_RelMotes_6.0.pdf
Logger_WebServicesAPT 6.0.pdf
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3. Deployment Scenarios

Typically, Logger is deployed inside the perimeter firewall with a high degree of physical
security to prevent tampering with the collected event information. Logger does not require
other ArcSight products. It receives and forwards syslog and log file events created by a wide
variety of hardware and software network products. Logger also interoperates with ArcSight
ArcSight's Enterprise Security Manager (ESM) correlation product as shown in the following
figures. A typical use of Logger is to collect firewall or other data and forward a subset of the
data to ArcSight ESM for real-time monitoring and correlation, as shown below. Logger can
store the raw firewall data for compliance or service level agreement purposes.

In the following illustrations ArcSight Logger can be the Logger appliance or
the software version of Logger that is installed on a supported platform of
your choice.

Mote
X o
ArcSight L4 e
SmartConnedors f “:--_,1'
Intrusion CI |
Detection ~ = |
. Systems [ s
- .l
Firewalls ) o ArcSight ESM
| Manager
Logger can act as a funnel, forwarding selected events to ArcSight ESM.
ArcSight
SmartConnector
ArcSlght }
SmartConnector -.h____fr
ArcSight ESM ArcSight Forwarding ; -
q Manager Smart Connector ArcSight Logger
A,
ArcSight
SmartConnector
Logger can store events sent by ArcSight ESM.
©Brian Wolff
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4. Logger Appliance Configuration

These are some common configuration tasks that should be understood when setting up a

Logger Appliance.

4.1.1. Configure Network Settings on a Logger

Below are instructions on how to set an IP address and a default gateway on a Logger
Appliance.

1) Attach a KVM or Keyboard, Monitor and Mouse to the appliance after it is fully booted and login
as the default user interface credentials:

Username: admin
Password: password

/

/_/ H§7C0npanu
Copyright (C) 2811 ArcSight, Inc.

ArcSight Platforn Console 1.5 [Logger 5.

Login: admin

System Commands: help Prints this help
halt and powers off the Appliance
reboot s the Appliance
wit it (restart) the CLI
Adni wou adnin ws Default Adnini ator Name
Config: show config Shows Appliance Configuration
Date: show date s current date

Defaultgw: show defaultgu Defa eway for the interface
ot defaultgu ay for the interface
Dns: show dns ous guration
: ts DNS Configuration
Hostname : sho g s Host Name
P Host N

Ip Addre a Network Interface
ssword for this account
server Certificate
ts https with temporary certi

restart sslcert - Restarts hitps server

3) Set the IP address: You can show the usage of how to set the IP by simply typing “set IP”.
logger> set ip

Jsage: set ip <{interface> <{ip address>[/prefix] [netmask]

©Brian Wolff Page-8
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4) Set the IP address based on the usage output. This example below sets the IP of the ethO
interface to 10.0.187.38 with a netmask of 255.255.255.0.

logger> set ip ethd 180.8.187.38 255.255.255.0

5) Type “show ip” to verify the IP is set properly for ethO.

logger> show ip ethd
ethd Link encap:Ethernet HHWaddr 98 :4B:E1:74:A9:38
inet addr:18.8.187.38 Bcast:18.8.187.255 Mask:255.255.255.0
inetb addr: feB@::9adb:elff :fe?4:a938,64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:38 errors:B dropped:8 overruns:@ frame:@
IX packets:42 errors:8 dropped:B overruns:B carrier:8
collisions:B txqueuelen:1060
RX bytes:3472 (3.3 KiB) TX bytes:3132 (3.8 KiB)
Interrupt :162 Menmory :f4880808-1f 4812608

6) Set the default gateway: You can type “set defaultgw” to show usage on how to set the
default gateway.

logger> set defaultgw
sage: set defaultgu <{gateway i1p> Linterfacel

7) Based on the usage info, set the default gateway. This example sets the default gateway to
10.0.187.1 for interface ethO.

logger) set defaultgu 10.8.187.1 eth@

8) Verify the default gateway by typing “show defaultgw”.

logger> show defaultguw
Destination Gateway Genmask Flags Metric Ref Use Iface

lefault 18.8.187.1 n.8.8.8 UG d 8 8 ethd

9) Connect to the Logger from a workstation to confirm the configuration.
https://10.0.187.38 (in this example only)

©Brian Wolff Page-9
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4.1.2.

4.1.3.

Installing a license on Logger Appliance

*Note the Limited Use Free License is automatically deployed, you do not need to do this step

1 Connect to the appliance’s user interface.
https://10.0.187.38 (in this example)
Default ID and Password: admin/password

You will need to read through the user agreement before checking the “Accept” box.
2 Click System Admin from the top-level menu bar.

3 Click License & Update from the System section.

4 Click Browse to locate the file.

5 Click Upload Update.

P 15:
() Arcsightiogger  Summary  Ansbze o  Dashboards  Reports  Configuation ~  System Admin : epsin: 0B epsoue D oru 3w : fgv
4 P s ArcSight License & System Update
Symom Losale
L Upload Update
License & Updaty [
Peosess Status ;i o
R Select Fila 1o Upload
Frr Browse.
Foadit Logs.
R Upload Update
4 [ Security Progeet Versisn LT28S

S5L Server Cortificate
5L Client Aethaesication

Systemn date/time 11/22/2018 17-3%:28
L250GR
#ntD5 release 6.5 (Finad

HPS 1402 @
Triad licwnse. SE. Eroi 2015002701

+ { Usesfrsups
hestarication
Login Banner
La Management

Ingger
ARSTSE
1234
W4/T1E

aiarig

siazfol

charles. grochowski@hp, com
ENTERPRISE

Change Password

Configuring Date & Time zone

Configuring the date and time zone properly is important so that timestamps on events will come in
properly. You can setup the date using an NTP server or set the date & time zone manually
here in the user interface:

Click System Admin from the top-level menu bar.
Click Network from the System section.

3. May need to change the Time Zone by clicking the “Change Time Zone” button and supplying
the correct time zone. This will require a reboot.

4. Click the Time/NTP tab and enter in your settings. If you use an NTP server it will automatically

update the date/time.
5. Click “save” to save your entries.

©Brian Wolff Page-10
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[ SYSTEMUNS || 4 MOSTS || (= NILS || [BS STBUCKOUTES || |(3] 1Nme/nir

‘ Time/NTP Settings

"~ WARNING: If you must configure system time locally, DO NOT modify it after it has been initially set. Events are time stamped using system time.
Therefore, modifying system time can result in unpredictable behavior on your system, and may lead to data integrity issues.

ArcSight strongly recommends that you use Network Time Protocol (NTP) for system time instead of locally configuring it.

4 Date/Time Settings

Current Time Zone | America/Los Angeles 7J Change Time Zone...
Current Time 03/23/2012 02:17:20 PM @ Change Date/Time... |
4| NTP Servers

[¥] Enable as NTP server |l

NTP Servers

time.nist.gov

4.1.4. Configure DNS Settings

Click System Admin from the top-level menu bar.
Click Network from the System section.

In the System DNS tab, enter new values for the IP address of the primary and secondary DNS
servers and edit the list of search domains (6 search domains entries is a limit imposed by the
0S).

4. Click “Save” to save your entries.

& System DNS || [Ej Hosts | (8 NICs | &Pl Static Routes || [©] Time/NTP
~ DNS Settings
4 | DNS Settings
Primary DNS 0.0.0.0
Secondary DNS

« | DNS Search Domains
DNS Search Domains

localdomain n

©Brian Wolff Page-11
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Setup Hosts file entries

Setting up hosts file entries is especially important when configuring Connectors on Connector
Appliance with an ESM or Express destination. This is because those destinations usually have
certs configured that use a hosthname. To configure the hosts file entries, follow these steps:

1 Click System Admin from the top-level menu bar.
2 Click Network from the System section.
3 In the Hosts tab, enter in your hosts entries with the following format:

<ip-address> <hostname>

Example below shows an entry for “esm” host

Network Settings
[ System DNS | i) Hosts || @& Nics || @ static Routes | [T] Time TP
Hosts Settings

8, import from Local File
| System Hosts

10.10.10.10 esm|

©Brian Wolff Page-12
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Introduction to Logger

ArcSight Logger is a log management solution that is optimized for extremely high event
throughput, efficient long-term storage, and rapid data analysis. An event is a time-stamped text
message, either a syslog message sent by a host or a line appended to a log file. Logger
receives and stores events; supports search, retrieval, and reporting; and can optionally forward

selected events.

Logger is available in two form factors: an appliance and software. The appliance-based
solution is a hardened, dedicated, enterprise-class system that is optimized for extremely high
event throughput, efficient long-term storage, and rapid data analysis.

Supported Platforms

You can install software Loggers on platforms with the hardware specifications and
supportad operating systems outlined below, according to the indicated deployment

SCEnarios.

WM installation on the operating systems listed in the table below is supported, Additional

This information applies to both physical and virtual machines.

information about installing Logger on VMware is available in the Logger for VMware WM
Quick Start Guide.

Note

= HP strongly recemmends allocating 4 GB RAM per WM instance.

* The sum of memory configurations of the active VMs on a VM sarver must
not excead the totzl physical memory on the server

Specification

Details

Supported
Operating Systems

Red Hat Enterprise Linux (RHEL) versions 6.2 and 6.5 (64-bit)
CentdS versions 5.5 and 6.5 (64-bit)

Notes:

+  HP ArcSight recommends RHEL 6.5 for fresh installs.

+ If you are planning to upgrade your current 05 and the Logger at the
same time, HP ArcSight recommends upgrading the Logger
application first followed by the 0OS. For example, upgrade from

Logger 5.3 SP1 to Logger 5.5 followed by an upgrade frem RHEL 6.2
to 6.3,

CPU, Memory, and
Disk Space

For the Trial Version and VM Instances

+ CPU: 1er2x Intel Xeon Quad Core or equivalent

+ Memory: 4 - 12 GB (12 GB recommended)

+ Disk Space! 10 GB [minimum)

+ Temp directory: 1 GB

For the Enterprise Version

+ CPU: 2 = Intel ¥eon Quad Core or equivalent
Memory: 12 - 24 GB (24 GB recommended)

Disk Space: 65 GB (minimum) in the seftware Logger installation
directory. If you allocate more space, you can store mere data,

* Root partition: 400 GB
+ Temp directory: 1 GB

Mota: Using NFS as primary event storage on software Logger is not
recommended.

Other Applications

For optimal perfarmance, make sure no other applications are running on
the system on which you install Lagger.

For a detailed capacity planning guide, see the Capacity Planning for Software Version of Logger document that is
available for download from the Protect 724 Community at https://protect724.arcsight.com.

©Brian Wolff
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Connecting to Logger

The Logger user interface (UI) is a web browser application using Secure Sockets Layer
(SSL) encryption. Users must log in and be authenticated before they can access the
Logger UL

Logger 6.0 supports access through the following browsers:

= Firefox: Version ESR 31

m  Internet Explorer: Versions 10 and 11
m  Chrome: Latest version

m  Safari: version 7.0 (on OSX 10.9)

An Adobe Flash Player plug-in is required for Internet Explorer and Firefox browsers that
access Logger. (Chrome includes a Flash player, and so does not need an additional one.)
Some redundant monitoring features will be unavailable if the Flash Player plug-in is not
installed. The Flash Player plug-in is available for free at
http://www.adobe.com/products/flashplayer.html

JavaScript and cookies must be enabled.

Logger stores time-stamped text messages, called events, at high and sustained input rates.
Logger compresses raw data, but can always retrieve unmodified data on demand, for
forensics-quality litigation data.

() Arcsightlogger  Summary  Anobaze ~  Dashboards  Reports  Configuration ~  System Admin o ersin: 05 epsowe O cruMx

mE L O AiFes = LmtiOmioutes |

- IER v

60,222 events (Scanned: 63,358 events, 00:01.094)  # 1 bar = S sacond
500 :
450
300
150

0

15:58:21 15:59:21 16:00:21 16:01:21 16:02:21 16:03:21 16:04:21 16:05:21 16:06:21

Tima (Evesnt Time) Device Logger deviceVendar deviceProduct daviceVersion deviceEvent{lassid
|/l 2004/11/22 16:07:58 PST 10.0.0.18 [PCI_evewits] Local Symante Critical System Pretection 50564 owTH
4 2 2aN22 160758 PST 10.0.0.17 [PCL_swmnts] Local Symantec Critical Systam Protection 50584 o5vs
g 3 2004111722 16:07:58 PST 10.0.0.18 [PCl_gvenns] Local Symanter Critscal System Pregedtion 505864 M5TR
a4 2004/11/22 16:07:56 PST 10.0.0.17 [PCI_events] Local Symantec Critical Systerm Protection 50564 POSC
@5 2004/11/22 16:07:58 PST 10.0.0.18 [PCI_events] Local Symantec Critieal System Progection 50564 PREG
g 6 2014/11/22 16:07:58 PST 10.0.0.17 [PCI_evenis] Local Symantec Critical System Protection 50564 ORGW
g 7 2014011/22 16:07:50 PST 10.0.0.18 [PC1_events] Local Symantec Critic s System Protesction 50564 MERR
38 2004/11/22 16:07:58 PST 10.0.0.17 [PCI_events] Local Symantec Critical System Protection 50564 PNET
a9 2004/11/22 16:07:58 PST 10.0.0.18 [PCI_evenits] Local Symantec Critical Systerm Protection 1024 oFWW
g 10 2004/11/22 16:07:58 PST 10.0.0.17 [PCI_events] Local Symantec Critical System Protection srane oFwwW
& 11 2004711/22 16:07:58 PST 10.0.0.18 [PCI_evests] Local Symantec Critical Systerm Protection 510214 oFWW
A 12 20M411/22 16:07:58 PST 10.0.0.17 [PCI_events] Local Symantec Critical System Protection sr0ne DFwwW

Displaying 1 - 100 of 60222  Events perpege 100 Poge 1 of 603§

Logger can receive structured events that are parsed and unstructured RAW events, for which
no parser is involved. Both types of events are searched for from a common interface.

Logger leverages the ArcSight SmartConnector framework to collect events. Logger can receive
normalized CEF events from the SmartConnectors.

Multiple Loggers can work together for scalability purposes, supporting extremely high event
volumes. Loggers can be configured as a peer network, with search queries distributed across
all loggers.

©Brian Wolff Page-14
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Syslog is a loose standard (characterized, not defined, in RFC 3164) for event messages.

Although Logger is message-agnostic, it can do more with messages that adhere to the
Common Event Format (CEF), an industry standard for the interoperability of event- or log-
generating devices currently supported by many technology providers.

Raw Events consist of a receipt time, event time, a source (host name or IP address), and an
un-parsed message portion. Logger displays events in a tabular form, as shown above.

Analyzing Events

Events can be searched, yielding a table of events that match a particular query. Queries can
be executed manually or automatically, entered into the search field by clicking on terms in the
event table. Queries can be based on plain English keywords (full-text search), predefined
fields, or specified as regular expressions. Logger supports a flow-based search language that
allows you to specify multiple search commands in a pipeline format.

By default, Logger queries only its primary data store even if peer Loggers are configured.
However, you can configure Logger to distribute a query across peer Loggers of your choice.

Queries can be saved as a Filter or as a Saved Search. Saved filters can be used to select
events for forwarding or to query events again later. For ease of use, Saved Filters and Saved
Searches can be quickly called upon by typing “$” into a search box at any time. This is an
enhancement in Logger 6.0 which can collectively save a great amount of time when running
multiple queries. A Saved Search is used to export selected events or save results to afile,
typically as a scheduled task.

These saved searches are also leveraged to provide dashboards that can be customized to
each individual user.

Introduction to the interface

Browser Requirements

Logger works with most modern browsers, including Internet
Explorer (versions 10 and 11), Mozilla Firefox (version ESR 31),
and Safari (version 7.0 - on OSX 10.9). Javascript and cookies
. must be enabled. An Adobe Flash Player plug-in is required for
Internet Explorer browsers that access the Logger user interface.
2/~ Some redundant monitoring features will be unavailable if the
Flash Player plug-in is not installed. The Flash Player plug-in is
available for free at http://www.adobe.com/products/flashplayer/. Please look to the most current
Release Notes to find the browser versions supported for your particular release.
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Connecting to the Logger User Interface

Because the user interface of the software Logger uses SSL, make sure you connect using
https, as seen in the following URL:

https://<hostname or IP address>:<configured_port>
Where hostname or IP address is of the system on which you installed Logger software.
Once you use the URL specified above, the following Login screen is displayed.

ArcSight Logger
This is a private system, explicit authosization from the system owner is required for access o use.
Unauthortzed access or use may result In severe civil and/or criminal Bability, Including without
limitation under 18 USC Sections 1020 et seq, Al rights whatsoever are reserved.
£ 1 Accept
@ ArcSight Logger
Username *
Password *
Lagin Reset

Copyright © 2001-2014 Hewlett-Paticard Development Compary, LP.
Confidential commercia! computer seftwars, Valid license requind.

Note that your system may have the disclosure enabled, which must be accepted before the
login fields are available. This is a configurable option.

For the Logger Limited Use Free Version, use the following information:
Username: admin
Password: password

(Please change after first use)

Navigating the User Interface

As shown below, a consistent navigation and information band runs across the top of every
page in the user interface.

Mem Tabs |Naw;;.1lx}n Bax IGaueje% tinns Dropdawn
[

7 451

-&’:) ArcSightLogger  Summary  Analyee yshboard: Report iguration s ysterm Admi ersine B Epsou 0 cru tw

N

Real-time counters, located at the top of the screen, provide an indication of the throughput and
CPU usage information, as well as the current time, which are available in more detail on the
Monitor Dashboard (“Dashboards” on page 22).The current user-name is also displayed
immediately below the time in the top-right corner of the screen.
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Help

A help link is found under the admin drop-down, which provides context-sensitive online help
related to the currently displayed window-pane.

In addition, Search Helper, a search-specific utility is available that provides search history,
search operator history, examples, suggested next operators, and list of fields and operators.
Search Helper is available and enabled by default. This helper automatically displays relevant
information based on the query currently entered in the Search text box.

Options

The Options page enables you to set the default start page (home page) for all users and
specific start pages for individual users.

Options

System

EPS input rate gauge max I 100K

EPS output rate gauge max I 100K

=1 E] E]

Default start page for all users I Summary
Upload a logo (PNG file) [ Browse.. | Nofile selected.
Show default logo [¥]

Personal

Default start page for admin I Use default for all users IZI

Logger 6 also added the option to add your own logo.
| added this as my logo. Feel free to use this or your own company logo.

searchsiem

e S

search:siem Summary Analyze s Dashboards Reports Configuration s System Admin

Logout

Click the Logout link on any page to return to the Login screen. Logging out is good security
practice, to eliminate the chance of unauthorized use of an unattended Logger session.

Logger automatically logs you out after a user-configurable length of time (15 minutes by
default). To change this length of time, see the Logger Administrator's Guide.

Summary

The Summary page is a global dashboard that provides summarized event information about
your Logger in one screen. It enables you to gauge incoming events activity and the status of
indexing.
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() Arcsightlogger  Summasy  Aosyre ~  Dastboards  Reports  Configuiation ~  SystemAdmin  Take e ersin: 0B ersouc D oo 3w i;:":iv
Global Summary
There are 378,487 to 20081122 17:20:57:004 psT. [EDEER
Comnt + Mot Recent. Comt « Mast Becent.
LTt ] 20141122 172845 PST s 204N 1T 2EASPIT
0957 201471122 17:28:57 PST 167,512 F0THNNER 1724 PST
61,746 BOTAV1 2R T2 PET 109,007 4TI PST
5200 204N T I PET 107,006 AN TIEST PIT
18,000 0NaN 22 PST 63,765 AANNRZ 1 T2EIR PST
10 20041 2E 1 TITORPST (18,21 201471122 170812 PET
2520 NI VTR PST
25,200 AR TR ST
18,000 2014/11/22 172828 PST
100014 18000 AT IR P
Dosplaring 1 - 604 6 Page 1 of1 Displaying 1- 190 11 Page 1 ol
Event Summary by Agest Severity Event Sammary by Agent Type
Aguat Severity Comnt = Most Recent Cownt = Mast Recent
Uninown 280,187 201471122 172857 PST 164350 2014122 17 2EAS FST
Mufiam 119682 POTAM1SRE 17 ST PRT .07 F01&/TL/E 17206 BT
g .600 20N 2TV A AT now NIV P
[E] BaTaT 201471122 17:28:57 PST 2052 ANV VT EDE FST
Wery-High SB4T9 20147122 17245 PST 17,628 20141122 1 RS PST
1011 0N RIITIT0APET A 01422 1T PET
1 19 20142175 PET REAF. WM TIPS
EL3 201471122 17:25:44 PST 11,800 F014NNER 172850 PST
" FONAMRE TR PET Other 958 014U 17T PST
1 3 0z 15T wtnernimctee o a0 ez 1rIe0sesT
Displarsing 1 - 100f 10 Page 1 of) Displaying 1 - 18 of 30 Page 1 o3,

Dashboards

Dashboards are an all-in-one view of the Logger information of interest to you. You can
assemble various search queries that match events of interest to you, status of Logger
components such as receivers, forwarders, storage, CPU, and disk, or a combination of both on
a single dashboard for status at-a-glance.

Each Dashboard contains one or more panels of these types: Search Results and Monitor.
The Search Results panel displays events that match the query associated with the panel.

The Monitor panel displays the real-time and historical status of various Logger components
such as receivers, forwarders, storage, CPU, and disk.

For more details about Dashboards, see the Logger Administrator’s Guide.

Example:

. REY
() ArcSightLogger  Summary  eabyoe ~  Dashbowts  Reports  Confgwation w  SystemAdmin  Take mo to (ale s 06 wsow D ceuBx | 7 il
» | Tools s
e - All 45K Austhestications by User
»
n
—
8 =_|’
|
= 121 .
. ] —-‘ . . | - -
. — R . |
&£ F o S FF ¢ & & s Fs s
& & ¢ : 7
destinationUserName destinationUserName
iew 50 Seanth Paae Befreated at 2014011722 193054 Vit 58 S Paae Arfreated 5t 2OTAT 22 193054
MetFlow Top Destination Ports N . Matrusian - Maliclous Cade 4K -
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Searching and Analyzing Events

The Process of Searching Events through stored events is very simple and intuitive on Logger.
It uses a flow-based search language that allows you to specify multiple search commands in a
pipeline format. In addition, you can customize the display of search results, view search results
as charts, and, as always, access saved searches and filters with “$”".

- R O~ All Fields - Custom time range _=|  Start [ 11/22/2014 16:03:27 Dynamic  End B8 11/22/2014 16:13:27
“john™ AND message STARTSWITH “click™ %

Saction=monitor 4.827 Examples Help (-

$btime=2005-12-31 AB27  arror alert The Indexed search uses Logger’s indexing capability to

$cat=others 4,877 RTINS = quickly and cf ly search for relevant data.
- ena ou to speci eywords, indexed, an

sent=1 4579 (hame="John Doe” OR name="Jane Doe") AND e T T =

Sdevicename=test 4.827 messagel="success = o

$devicetype=netkeeper 4,827 = PN -

$dstip=192.168.168.254 4,253 == e e

Sdstport=0 4,253 cef , rex , extract , regex

Setime=2005-12-31 a4.827

Sfilter $Configuration - Configuration Changes (Unified) 2

sfilter$Configuration - System Configuration Changes (CEF
format)

sfilter$Events - CEF

Sfilter $Events - Event Counts by Destination

Sfilter $Events - Event Counts by Source

$filterSEvents - High and Very High Severity CEF Events Auto-open is ON
$ifno=0 4,253

Sori=built-in 4.893

Sruleld=1048909 4,253

more »

Next, enter the keywords or information you are searching for (referred to as queries) in the
Search text box, select the time range, and click Go, as shown in the previous figure. Logger
searches for the data that matches the criteria you specified and will display the results on the
same user interface page where you entered your query.

A query can be as simple as a keyword; for example, hostA.companyxyz.com. Or a complex
guery that includes Boolean expressions of keywords and indexed fields, and regular
expressions; for example:

_storageGroup IN ["'Default Storage Group'] _deviceGroup IN
["192.168.22.120 [TCPC]'"] name=""*[4924TestAlert]*" AND (''192.168.*" OR
categoryBehavior CONTAINS Stop) | REGEX=":\d31" | cef name
deviceEventCategory | chart _count by name

Additionally, a query can include constraints that limit the search to specific device groups and
storage groups.

Logger offers several convenient ways to enter a search query:
¢ typing the query in the Search text box
e using Logger’'s Search Builder tool to create a query, or
e using a previously saved query (referred to as filter or saved search)
e Retrieving saved searches and filters with “$”, followed by its name

When you type a query, the auto-suggest facility in the user interface provides suggestions and
possible matches for the fields you are entering and the applicable operators for those fields,
thus enabling you to quickly build a query expression. The auto-suggest facility is available only
for fields in the Logger schema, metadata terms (_storageGroup, _deviceGroup, _peerLogger),
and the regular expression term (|JREGEX=). Although a search query on Logger is as simple as
entering a keyword to match, you will utilize the full potential of Logger’s search operation if you
are familiar with all elements of a query, as described in the following section.

Building a Query
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|
When you build a query, the following elements need to be specified:

o Query Expression—search conditions that are used to select or reject an event.

¢ Time range—the time range within which events should be searched.

o Field Set—fields of an event that should be displayed for matching events; for example,
you can select to display only the deviceAddress and deviceReceiptTime fields of
matching events.

W B 5 {3~ | AlFiels E|

Custom time range IZ| Start  $CurrentWeek W|Dynamic  End SNow | Dynamic |

hd m Advanced

Saving Queries for Later Use

If you need to run the same query regularly, you can save it in two ways:
e Saved filter - Save the query expression, but not the time range or field set information.
e Saved search - Save the query expression and the time range.

For more information about saving queries and using them again, see the Logger Administrator’s
Guide.

Query Building Tools

Logger offers the following tools to assist you in building queries that are complex:
[ Search Builder

The Search Builder tool, as shown in the following figure, is a Boolean-logic conditions-editor
that enables you to quickly and accurately build search queries. The tool provides a visual
representation of the conditions you are including in a query. You can specify keywords, field-
based conditions, and regular expressions using this tool. In addition, the tool enables you to
specify search constraints such as device groups and storage groups.

Click Advanced Search below the Search text box to access this tool.
(For information about how to use this tool, see the Logger Administrator's Guide)
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[JRegex HelperTool E

@ ArcSight Logger Summary Analyze ~ Dashboards Reports Configuration ~ System Admin

Take me to... (Alt+o) B extract Fields R
Raw Event «13>Aug 6 12:24:36 centos65 root: Aug 4 17:06:24 centos65 sshdl259791: Did not receive
= H EV‘E {:}v Al Fields identification string from 15.1.237.141
_deviceGroup IN [*n127-0-0-h'l6.my.company.com
Regex \<R<Number_1=\d+)\>(Z<TimeStamp_1>\S+ +\d+ \d+:\d+:d+} (<Word_1>15+)
(?<UserName_1>\5+): (?<TimeStamp_2>15+ +\d+ \d=:\d+:\d+) (?<Word_2>\5+)
(P<Word_3>15+\[{?<Number_2>\d+}\]: (?<Word_4>\5+) (F<Word_5>\5+) (?<Word_§>15+
405 events (Scanned: 1,321 events, 00:00.930) (7<Ward_7=\5+) (P<Word_B=\5+) (?<Word_9>\5+) (Z<IPAddress_1>\d+\.\d+\.\d+\.\d+)
200
150
100
50
a [ Field Name Value
12:24:20 ] number_2 25079 =
i Time (Event| || ) word_4 Did
: O word_s not
Selected Fields {0} @ s 2014/08/06 — ,
No fields to display sl Word_& receive
@ 6 2014/08/06 [ word_7 identification F
il Word_8 string L
= 7 2014/08/06| | [ Word_3 .
R[] 13-mu0 (&2 padaress 1 15.1.237.141 | -
= 8 2014/08/06 “ Cancel

The Regex Helper tool enables you to create regular expressions that can be used with the rex
pipeline operator to extract fields of interest from an event. This tool not only simplifies the task
of creating regular expressions for the rex operator but also makes it efficient and error-free. For
details about this tool, see the Logger Administrator's Guide.

Search Helper

Search: logger | cef deviceE ELJQ Go! |
j deviceEventClassld Field  gaarch History
| deviceEventCategory Field logger | cef deviceEventCategory name
deviceExternalld @ Field
Search Operator H_istory Help f
... | cef deviceEventCategory Extracts values for specified fields from matching CEF events. If
... | cef deviceEventCategory name an event is non-CEF, the field value is set to NULL.
Examples more »
categorySignificance STARTSWITH Suggested Next Search Operators
"MNormal” AND agentType STARTSWITH rex , extract, regex , top , fields |, sort
“testalert” | cef categorySignificance
ageniType
logger | cef deviceEventCategory name
Auto-open is ON
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Search Helper is a search-specific utility that provides the following features:

Search History—Displays the recently run queries on Logger, thus enabling you to
select and reuse previously run queries without typing them again.

Search Operator History - Displays the fields used previously with the search operator
that is currently typed in the Search text box.

Examples—Lists examples relevant to the latest query operator you have typed in the
Search text box.

Suggested Next Operators—oList of operators that generally follow the currently typed
qguery. For example, if you type logger |, the operators that often follow are cef, rex,
extract, or regex.

Help—Provides context-sensitive help for the last-listed operator in the query that is
currently typed in the Search text box.

List of Fields and Operators—Depending on the current query in the Search text box,
a complete list of fields that possibly match the field name you are typing or a list of
operators that are available on Logger is displayed.

System Filters (Predefined Filters)

Your

Logger ships with a number of predefined filters, also known as system filters. These filters

define queries for commonly searched events. For example: unsuccessful login attempts or the
number of events by source.

To use a system filter, follow the steps provided below:

1. Click Analyze > Search

2. Click the Load a Saved Filter icon (55 ) to view a list of all system filters.

Load Filter/Saved Search

Choose a Filter or Saved Search to load

Filter | Saved Search

Name = Category Type Description

3 Category: System Filters (19 Jiar

Al Logins (Unified) System Fiters ¥ Unified Query  ( calegeryBehavior EQ /Authentication/Verify }

Configuration Changes (Unified) | System Fiters B Unified Query  ( calegoryBehavior EQ ModifyiConfiguration ) AND (
High and Very High Events (Unific System Fiters B Unified Query  (3GENISEverty EQ High ) OR ( agentSeverty EQ Ver
Walicious Code (Unified) System Fiters B Unified Query  ( CAIEQOTYOBiect STARTS_WITH fvector ) OR ( categ
Successful Logins (Unified) System Fiters B Unified Query  ( CatEgoryBenavior EQ 7Authentication/Verify ) AND

Systemalert - CPU Utiization AboYy System Fiters B linified Nuere A

Please dlick on a row to see additional details

Load+Close @
3. Click Close
4, Select filter
5. Click Load+Close.
6. Click Go to run the query.
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7. Prepare System for Use Case Below

7.1. Configuring Logger to accept the Windows Unified

Connector Events

Note: Some Logger Appliances have integrated connectors; other models require external
Smart Connectors. Both require you to enable a receiver on the logger to receive the processed

events.

From the Logger Menu, mouse over Configuration, under the Data column and select
Receivers within the drop-down menu. Once at the devices page, Click the “Add” button.

@nnﬂmm“ Summary  Analyze ~  Dashboards  Reports

Receivers

Add

Adminkstrators guide for details.

Hame

Mail Logs

Apache URL Access Error Log
Audit Log

Var Log Messages
dema_events

Flow_data

PO_events

rawi_sysiog

S0K_events

Cenfiguration ~

Once you enable the Apache URL Access Error Log receiver, Logger will start storing entries from the <install_dir=/userdata/logs/apache/http_error_log file,

Logger can alsa store entries from the messages and awdit.log files in the fvarflog/ folders. Before enabling the recetvers for thesa files, consult the Logger

Type

Flte Recelver

Folder Follower Receiver
Folder Follower Recelver
Falder Follower Receiver
UDP Receiver

UDP Receiver

UDP Receiver

UDP Receiver

UDP Recesver

Systern Admin

IP Address

EEEEE

ersi: 10S epsowc O ceu: Y% alc?:iﬁﬁ
Port

/s x @

/s =@

/s =@

/s =@

s19 i e

518 b B

T R

515 i

516 2%

Next, add a receiver with the the name of “Windows” and select SmartMessage Receiver

from the available type options.

Add Receiver

Name  windows

Type | SmartMessage Receiver

EEA Cancel

Now, click Next
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Edit Receiver

If a source type that you need does not exist in the Source Type dropdown list below, go to the Source Types page to add it.

Name  windows

Encoding |UTF-9 ~|
Source Type I CEF -
E cencel

Choose the default Encoding (UTF-8), a source type of CEF and choose Save
Windows SmartMessage Receiver s x A

Note that the receiver is not enabled upon configuration
Click on the disabled symbol 7 to enable the connector

Notice that the disabled symbol 7 now shows a checkmark v and the receiver is now
enabled and ready to receive events.

Windows SmartMessage Receiver /S x|
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7.2. Configuring the Windows Unified Connector to collect
and send events to a Logger appliance

Below are screenshots showing the general configuration of a Connector on a
Connector Appliance. If you have the Software Logger goto section 7.3

If your logger supports onboard connectors:

Choose Configuration > Manage Connectors to reveal the connector menus.

ArcSight<t

P Conpeny LOGGET

Summary Analyze

Dashboards Reports Configuration  System Admin

% - Settings
| Connectors |
@system Manage Connectors
= -Delault Default -> Localll assi=
= -EEILocalhost
- [ Container 1

| Delete | | Runtime Parameters | | Destinations | | Parameters

1) Click the add Connector icon ( f‘i' ) to start the process of adding a Connector.

Monitor Manage Setup

«
| Connectors

ys‘lem
= [ pefault
E-fELocalhost ) =
- FiContainer 1 @lfoalﬂﬁﬁi
#- B Container 2 -
GCuntainerB m

" FContainer 4 [~ Name Path Type EPS In | EPS Out ' Cache

-~ PjContainer 5 No item is available for this operation.
- Container 6

- Bycontainer 7 | pelete | | Runtime Parameters | | Destinations | | Parameters |
! Fjcontainer 8

Default -> Localhost -> Container 1 (Connected)

2) Click Next.
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Wizard

Connector Setup
This process allows you to add a connector. The wizard guides you through the following steps:
- Choosing type of the connector to be created. Define connector parameters.

- Define destination parameters (select from exisiting ones or create new one).
- Define connector details

3) Choose the Connector Type you want to configure. This example chooses “Microsoft Windows
Event-Log-Unified”

4) Run through the Connector Setup and choose “Microsoft Windows Event Log — Unified”

Connector Setup

Select the type of connector you wish to configure

Type  Microsoft Windows Event Log - Unified -

5) This next screen is only required if you will be using the Windows Host Browser. Since we will
enter devices manually, you can skip this step and click Next.

Cannector Setup
Enter Connector Details

Domain Name

Domain User Name

Comain User Password
Active Directory Server
Active Directory Base DN |5~ «Organizational Unit>, dc=<Domain Companent:

Active Directory Filter |(g(cn*)(oparatingsystem==)(whencreated==))
Active Directory User Name
Active Directory User Password

Active Directory Protocol non_ssl &

Active Directory Port (359
Active Diractory Max Page Size 350
Global Catalog Server
Global Catalog Base DN
Global Catalog User Name

Global Catalog User Password

6) Choose to “Enter Devices Manually”
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Connector Setup
Select how you want to browse for devices

Type  Enter Devices Manual Ity hd

Cancel Previous || Next |
S ———— —J

7) Click “Add Row” for each host that you want to collect events from.

Connector Setup

Tmport File | [ Export to File

Domain Name Host Name User Name Password f““'“" f"’“"‘ Application Microsoft OS Version locale
arcnet.com testhost | farcsi oht | essssese ] = r Windows Server 2008R2 v en_US ®
Add Row

Fill in the following parameters for each host you want to collect events from:

Domain Name - Name of the domain to which the host belongs. If you are using a Domain User
account for a target host, fill in the Domain Name field. If you are using a Local User account for
the target host, leave the Domain Name field blank. If the target host is a Workgroup host that
does not belong to a domain, leave the Domain Name field blank.

Host Name - Host name or IP address of the target Windows host.

User Name - Name of the user account with adequate privileges to collect Windows events
from the target host. This will be the user name only, without the domain. Windows Server 2003
can utilize a standard domain user account. Windows 2008 servers can also utilize a standard
Domain User Account and choose the new “Event Log Readers” builitn. See the
MicrosoftWindowsEventLogUnified.pdf document for further details.

Password - Password for the user specified in User Name.

Security Logs - Select the check box for security events to be collected from this host; unselect
the check box if you do not want to collect security events. The default value is checked (true)

System Logs - Select the check box for system events to be collected from this host; unselect
the check box if you do not want to collect system events. The default value is unchecked
(false)

Application - Select the check box for application events to be collected from this host;
unselect the check box if you do not want to collect application events. The default value is
unchecked (false)

Microsoft OS Version - Select the Microsoft Operating System version this host is running.

locale - Enter the code for your locale; possible values are 'en_US' (United States English),’
ja_JP' (Japanese), 'zh_CN' (Simplified Chinese), 'zh_TW" (Traditional Chinese), 'fr_CA'
(French). The default value is 'en_US'.

8) Click Next and continue on with the installation

9) Choose “ArcSight Logger SmartMessage” as the Destination Type.
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Wizard

Connector Setup
Choose Destination Type

Destination TYBE  ArcSight Logger SmartMessage (encrypted) ¥,

Erseme | [nsee]

10) Enter in the “Hostname/IP” of the Logger and the “Receiver Name” (note: A receiver
should have already been created on the Logger). In our case the receiver is named “Windows”

Wizard
Connector Setup
Enter these parameters
Host Name/IP |10.10.10.10
Port 443
Receiver Name yyindows|

Compression Mode  pisabled -

7.3. Installing the Windows Unified Connector to collect
and send events to a Software Logqger

Obtain a current version of the ArcSight Smart Connectors.
For example if you download the Trial Logger you will have the following version

' (1 ArcSight-5.2.7,6544.0-Connector-Downloadzble-Logger-Win.exe Application 1/23/2013 4:49 PM 173341932 0% |

Or you may have the full version. As of this date the current version is 7.0.7

|| ArcSight-7.0.7.7279.0- Connector-Linux.bin 12/5/2014 4:16 PM BIM File 171,445 KB
|| ArcSight-7.0.7.7279.0- Connecter-Linwdbd. bin 12/5/2014 4:12 PM  BIM File 165,301 KB
| | ArcSight-7.0.7.7279.0-Connectors.aup 12/5/2014 4:08 PM AUP File 584,383 KB
E ArcSight-7.0.7.7279.0-Connector-Win.exe 12/9/2014 4:35 PM Application 161,102 KB
|E ArcSight-7.0.7.7279.0-Connector-Winbd . exe 12/5/2014 4:.07 PM Application 160,741 KB

As you can see there are multiple platforms that the connectors can be installed on.

In this example | am installing the ArcSight-7.0.7.7279.0-Connector-Win.exe on Windows 7
workstation.
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'An HP Company

SmartConnector
Installer

Yfou are installing this product on an unsupported
platform. See the SmartConnector Configuration Guide

for your device for specific information about this

message.

To cancel this installation, click [Cancel].

Just click OK to continue the installation.
In this case | choose to install the connector in C:\my_data\Arcsight\Connectors\WUC

B oo T )

ArcSight<t

haie s

& Introduction

w Choose Install Folder
Choose Install Set
Choose Shoitcut Folder
Pre-Installation Summary
Installing.
Upgrade
System Restart

Choose Install Folder

il gl

: :
L e

Ar(Slgmz

Introduction

[
& Choose Install Folder
& Choose Install Set

~

Choose Shortcut Folder
Pre-Installation Summary
Installing...

Upgrade

System Restait

ArcSightst
o e oy
& Introduction
& Choose Install Folder
& Choose Install Set

& Chaoose Shortcut Folder
[/
~

Pre-Installation Summary
Installing...

Upgrade

System Restart

Please choose the installation folder. It is recommended that you
choose the folder name according to the davice that you want o
connect to, for example iciscoids or /checkpointng. If you are
upgrading from a previous version, please select the folder where
the ArcSight SmaitConnector is currently installed.

Where Would You Like to Install?
|C:\my_dataArcsightiConnectors\WC |

Restore Default Folder ][ Choose. ]

ArcSightst

o oo

& Introduction

& Choose Install Folder

w Choose Install Set
Choose Shartcut Folder
Pre-Installation Summary
Installing...
Upgrade
System Restart

B Arcsight SmartConnector
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Choose Install Set

Typical
Core SmatConnestors components required to suppart database,
files, syslog, snmp and other event reporting methods.

5 Custom
ﬁ Choose this option to customize the features to b installed.

Choose Shortcut Folder

Where would you like to create product icons?

ArcSight SmartConnector
@ In an existing Program Group: |ArcSight SmartConnectors -

(@ In the Start Menu

Ina new Program Group:

On the Desktop

In the Quick Launch Bar

Other: | Choose.

Don't create icons

Create Icons for All Users

ArcSight<t

o e cadion

& Introduction

& Choose Install Folder
& Choose Install Set

& Choose Shortcut Folder
.

Installing.
Upgrade
System Restart

Pre-Installation Summary

Please Review the Following Information Before Continuing:

Pre-Installation Summary

Product Name:
ArcSight SmartConnector

Install Folder:
C:\my_data‘\ArcsightWConnectors\WwWuc

Shortcut Folder:

c:
Wserswolffo\AppData\RoamingMicrosoftWindows\Start
Menu\Programs\ArcSight SmartConnectors

Install Set:
Typical

Installing ArcSight SmartConnector

ArcS

ght SmartConnectors

SmartConnectors intelligently collect, process, and manage
transmission of event data to ensure complete, high-performance
information processing. ArcSight's built-in intelligence helps you
filter and aggregate all the events in your enterprise, enabling
SmartConnectors to deliver only those security events that

merit investigation

Extracting duplicates...

&« Connector Setup
P il

- =B =

Configure

‘What would you like to do?

Add a Connector

Enable FIPS mode

< Previous Cancel

©Brian Wolff

Page-29

December 17, 2014 v4



HP ArcSight Logger in 2 Hours™
December 17, 2014

Configure

Select the connector to configure

,

Enter the parameter details

Forwarded Events Collection

Disabled -

ou=<Organizational Unit>,de=<l

(&en=")(operatingsystem=")(wl 3

Type |Aciveard A Selvel AcuningLo DO T, Active Directory User Name
[Microsoft System Center Operations Manager DB (Legacy)
IMicrosoft Windows Event Log - Domain Active Directory User Password
IMicrosoft Windows Event Log - Local ——
Micr osoft Windows Event Log - Urified =
InCircle Scanner SNMP {Legacy) | 389
InCircle Scanner XML2 File (Legacy) Active Directory Max Page Size 300
INetapp Filer Event Log L4
[Net1q Security Manager DB -
[ <previous | [ etz [ cancel | <Previous | [ mext> ][ cancel

Configure

Select how you want to browse for devices

Type Enter Devicss Mandally) »

<Previous | [ Mext> ][ Cancel

If validation and logon to the device passes you will get the following screen, if not resolve the

user/pass and domain entries as needed

Select ArcSight Logger SmartMessage (encrypted)
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Next
Enter the hostname and receiver name

In my case the address is 172.16.100.100 and the Receiver Name was set to “Windows” which
is case sensitive

You will get the following screen, if an error occurs follow the guidance given

—[a] x
Configure Enter the connector details

Name Name Windows
Location Location Laptop
DeviceLocation Devicelocation |Personal Laptop|
‘Comment Comment
<Previows | [ Mext> ][ cencel | <Previous | [ mext> | [ cancel

Configuring connector
0 Registering destination

D  Registening connector

= (1% Connector Setup

|2 _
Add connector Summary l Con flgure
Fallowmng are the added connactor detuls |
Conntctor Name [Windows], Connector Type [windowsfg]

The Smart Connector is currently installed as a standalone application

Irelal a5 8 service

@ Leave a3 2 standalene apgication

| «Prevous Mext> || Cancd |

Recommendation for testing is to leave as a standalone application, then once it is verified you
can change it to a service.
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Choose Next then Exit
Start a command window in windows

Change directory to C:\my_data\Arcsight\Connectors\WUC\current\bin where | installed the
connector

C:smy_datasArcsight~ConnectorssWUC \currentshinrarcsight agents

You will see something like the following

event from [ArcSight .RlcSlght.iﬁ 214.228.285 .uolfth] received.

event from [MicrosoftiMicrosoft Windows!iwolffb2.anericas.hpgcorp.net] received.

Indicates the connector is up and the events are being sent to logger.

To confirm, go to the “Analyze” tab of the logger

Enter your machine name, in my case WOLFFB2

Mg O Mbed V| LeiOmeste [

WOLFFRZ - m v

Tiemst (vt T Bt Logrer  deviceVender  devicePradut devicVorden  descelventiludd aame apenthldss aqratiiesiiime

m fnalyze - ¥ sk 06 esouweD o

We can see that | received 56 events from the connector.
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USE CASE Step by Step

We are interested in any activities surrounding FAILED logon attempts in Microsoft Windows
First we need to know how Microsoft Classifies Failed Logon Attempts

529 — Logon Failure — Unknown user name or bad password

530 — Logon Failure — Account logon time restriction violation

531 — Logon Failure — Account currently disabled

532 — Logon Failure — The specified user account has expired

533 — Logon Failure — User no allowed to logon at this computer

534 — Logon Failure — The user has not been granted the requested logon type at this machine
535 — Logon Failure — The specified account’s password had expired
536 — Logon Failure — The NetLogon component is not active

537 — Logon Failure —The logon attempt failed for other reasons.
538 — User Logoff

539 — Logon Failure

540 — Successful Network Logon

675 — Pre-authentication failed
Windows 2008R2

4624 — An account was successfully logged on
4625 — An account failed to logon
4634 — An account was logged off

As an administrator of Microsoft products you are already aware of the hundreds of codes that
Microsoft uses to define their event codes. In this case we will conduct a simple text search for
the entry “Security:529” or for Windows 2008 “Microsoft-Windows-Security-Auditing:4625”

Thankfully ArcSight recognizes that not everyone is an expert in security codes for dozens of
products and uses categorization to eliminate the need to know specific codes.

Read more about Categorization in section 7.2 below.

8.1. Search/Analyze

Mouse over “ Analyze”, and select “Search” from the menu

And in the Search area enter: “Security:529” OR
for Windows 2008:"Microsoft-Windows-Security-Auditing:4625

&fy ArcSight Logger Summary Analyze Dashboards Reports Configuration System Admin
WG O~ AnFeds & Last 10 minutes | &
"security:529" - m Advanced

As you can see the events that meet the query have been returned and are displayed for further
revision and/or analysis.
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(D) ArcsightLogger  summary  Anaber ~  Dashboards  Mepots  Cofigation w  SystemAdmn | Takemeto (M) wsie 06 msowd v 13w ;E,__Isv
WS O MRk Lot 0minates 4

“Security:529° ., Adancee

24 events (Scanned: B0.285 pvents, 0001.648] | & TearaSaaceng o

w
"

4

H

o . o - . —

20:08:0 E ]

Tieme (Ewent Time) Bevice

Salacted Flalds (4) & 1 2AN2NAENAGPST 10.00.12 [dema_events]
devicebveratiatid
deviceProdust 1 & 7 EENHAINAERST RLDL1 [dema_svwmts]
devicevendor |
ame 1 3 AN 2NIAEPST 10.0.0.12 [deme_svents]

& 4 ENANHNA0IAEPET 180011 [dema_svents]

W 201003
Leger tevicetender
Local Meresalt
Local Micrasoft
Local Meresatt
Local Micrasoft

wamay EeaiEs
Sraierreduet tevieeveraion Sealerd prettisnaid
Mirasalt Wiedows. e i
Mcrenaft Windows vy
Micrasoft Windows Eonuen-to
Micrasoit Wisdows T

You can change the presentation of the results by choosing or creating a display set in the

Fields: portion.

To change the Field set click the
Select the “Categories” field

() arcsightLogg  Secueny
akaarear
. Systom Flakists
L R R s Foidn
Bt Evertt Fleit
“security 529" F
EndPoint Protection
e events (Scanney ol
5 HIDS
L] Minimal Fislca
s NotFiow
4 . Network, Routars, and Switchon
b
: NIDS
Fy R Evort
Syalog Stancard
Fin User Definec Fuics.
Setactad Pty 41 el
r———
devirPragust 1 &2 MIIeEPST
devcrvendor |

g

drop down box next to “Fields:”
set.

Time (Evest Time) Device
201412014 20:11:46 PST 10.0.0.12 [demo_svents)
2014/12/14 20:11:46 PST 10.0.0.11 [demo_events]
2014/12/14 20:11:46 PST 10.0.0.12 [derma_events]

2014/12/14 20:11:46 PST 100,011 [dema_events]

E B E E &
nwoa W M

201412014 20:11:45 PST 10.0.0.11 [dema_gvents]

——

Microsalt

Microsolt Microsolt Windows Iruthentication/Verlfy Operating System
Microsaft Microsaft Windows {Authentication/Verify fOparating System
Microsaft Microsaft Windows iath ¥

Microsoft Microsoft Windows Muthentication/Verity fOperating System

Minimize the Field Summary at this time by clicking on the ﬂ We will discuss this shortly

? /|«

Selected Fields (9)
categoryBehavior 1
categoryDeviceGroup 1
categoryObject 1
categoryOutcome 1
categorySignificance 2
deviceEventClassld 1
deviceProduct 1
deviceVendor 1

name 1
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8.2. Categorization

As you can see the Security:529 has been returned but | am now focusing on the fields related
to categorization. First notice that the Security:529 appears under the field name
deviceEventClassid.

ArcSight SmartConnectors normalize, categorize and prioritize all events as they are being
obtained from the logging systems. This eliminates the need to understand each vendor's
individual coding of events and allows you to use categorization to find the nature of the
information you are looking for.

As you can see Security:529 is categorized as:

categoryBehaviour  /Authentication/Verify
categoryDeviceGroup/Operating System
CategoryObject /Host/Operating System
CategoryOutcome [Failure
CategorySignficance /Information/Warning

For Windows 2008 you see that Microsoft-Windows-Security-Auditing:4625 is categorized in
exactly the same way

Logger  deviceEventClassid name 90

Local Security:529 Logon Failure Mierosalt Microsoft Windows System [Host/Operating System

Local Security:529 Logon Fallure Microsaft Microsaft Windaws. [Ruthentication/ Verify [Bperating System [Most/Operating System
Local Security:529 Logon Failure Microsalt Microsaft Windows. fRuthentication/Verify fOperating System fHost/Operating System
Local Security:529 Logon Failure Microsaft Microsaft Windows fwthentication/Verify [Operating Systerm [Host/Operating System

Lacal Security:529 Logon Fadlure Microsolt Microsaft Windows {Dperating System {Host/Dperating System

Local Security:529 Logon Failure Microsaft Microsaft Windows [Authentication/Verify [Dperating System [Most/Operating System

Local Security: 529 Logon Failure Microsoft Microsoft Windows. fauthentication/Verify {Operating System IHost/Operating System

Now modify the search and look for /Authentication/Verify AND /Failure instead.

Delete “Security:529 “ from the Search area and replace with:
“/Authentication/Verify and /Failure” and click “Go”
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(7 wrcsightLogwer  Summary  Mnebyme w Dastboards  Reports  Confguation ~  Systemdmn  Takeme o, (it ersin: 08 esou: O cou 1M
g Ow | Cein 8 Lmtiominees 2
iRuthenticationVerify AND fFatare i n frm—

1150 events (Scanned: 52,594 events, 0001.081) &

isu 1 jEEﬁE!EEHNEEEE s e [ | | _.m_Ea e T e _gw._-

018 s 20:23:34 0 20:73:34 20:00:34 207514 20:28:84 02634 ;2714 0.5 ELE TR a0:28:1

L

Time (vent Timal Devica Regger  devicslvestClonte e eatageryey
& 7 NHAI0IR0IFT 00015 508_mrets] o wright e Farled pasword nts Ui {Operatiog
4 B A0IANENA0IRSET BOTEI508_events] Lol wwghciose Faled pasoword i i foperatieg
4 9 HIIH4202RS4PST 00015 1508_mweas] [E ) Faled pirsomond i et foperatieg
@ 10 ANINA0IRET ST 100,011 idema_sverts) Lol gt 380 Lagin faftre ke Ui Operatieq
4 M ANE0IRSIRT 00,012 idema_events] Lo acsgear PAM BT Message - Authencication. Ukt Ui ey Ma
taled
& 12 200N2NA 202851 PST 10.0.0.11 [dema_svents] Lol FTSEIST pam_authenicate: Autentication i Uit Operatieg 3
taied
& 1 2002420281 FST 008,18 idema_ewerns] Lo arghedss Laginincerrect [ Urin Iperatieg 3
g W ENENAz0IESI ST 10,8812 [dema_rverts] loal wugpenss Lagin et [ [ Ioperatieg 1
PR TUERTE S T 10.0,0.15 (509 _msents] Lot SR Faed password i Ui ioperatieg 3
2 Y6 2004124 202847 PST 10.0.0.11 [dema_svems) Local Lauth_atiempt. asth_stteng Sevus Lomputing Sdrmmte Firewall.
@ 17 HIIEA202EERST 050,15 150%_ewnsts] lodl w00 Faled prvemrd e Ui Ieperatiog 1

Instead of being limited to Authentication Failures specific to Microsoft, | now see ALL events
classified as Authentication Failures regardless of Vendor. Here we see UNIX and Sidewinder.

Notice that any time the search criteria are met, the display highlights that entry for fast location
visually.

By hovering over an entry, in this case “Unix” all matching events are highlighted.

@ 11 20141214 20:28:52 PET 10.0.0.12 [derna_swents] Local arcsight:47:0 M Exror Message - Authentication Unix Unix [ushenticaticnvarif g fdertity Maragemert/AAA
falled

@ 12 2N4N2N420:2851 PST 10,0.0.11 [demo_svents] Local arcsght:357 pam_athenticate: Authentication Unix Unix [Operating System
fafted

@ 13 2004112014 20:28:51 PET 10.0.0.11 [demna_svents] Local arcsight: 355 Login ingorrect Unix Unix fOperating System

W 1 20141214 20:2851 PST 10.0.0.12 [dema_svents] Local arcsight: 355 Login incorect. Unix Unix [Operating System

@ 15 200412014 20:28:49 PST 10,0015 [S0%_events] Local arcaighn: 1030 Faiied password Unix Unix Jfaperating System

4 16 20M4NZNA 20:28:47 PST 100,001 [erno_events] Local _auth_attempt auth_attempt Secure Computing Sdewinder fFirewall

A 17 2018112114 20:28:46 PST 10.0.0.15 [SOX_events] Local arcsight:10:30 Falted password Unix Unix [Operating System

18 2014112014 20:280%4 PET 10.0.0.15 [S00_events] Local arcsight:10:30 Falled password Unix Unix [Operating System

@ 19 20014012014 20:28:40 PST 10,0015 [SOX_svents] Local aresight: 1030 Fafied password Unix Unix [Operating System

& 20 200141214 20:28:39 PST 10.0.071 [dema_events] Local Faied Login Attempt Falled Login Atternpt. Mortel VPN ]

If you click “UNIX” under deviceProduct column, the search is modified. Note that we are now
adding a Structured Search Element to the free form text search. The normalized column name
now appears in the search. If instead you choose ALT-Click you can automatically insert a NOT
condition into the search string.

@ ArcSight Logger Summary Analyze Dashboards Reports

= Last 10 minutes =

[Authentication/Verify AND /Failure|AND deviceProduct CONTAINS "Unix"

This narrows the previous search further to only those events that contain Unix as the
deviceProduct. Let's change our focus back to Microsoft Events, by replacing “Unix” with
“Microsoft” in the Search Area.
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Your entry should look like this:

[Authentication/Verify and /Failure AND deviceProduct CONTAINS "Microsoft"

2042

@mlﬂm.m summary  Analyze Reports  Configuration ~  SystemAdmin | Takemeto,. (Altec) i 0B erso D o M DT
W E G Ov Categois L 0 minstes ¢
fhuthentication/Verify AND /Faflure AND deviceProduct CONTAINS "Microsaft™ i m bvknesd
3Sevents (Scanned: 59,134 events, 00:01.459) & 1 bt = § second
: .
‘8
&
; i H
H
a - | ™
20032121 200301 20:33:41 20:34:21 20:35:01 20:35:41 20:36:21 20:37:01 20:37:41 20:38:21
» Tima (Event Tima) Duvicn logger  deviceEventClassid name
@ 1 W44 2EISAZFST 10.0.0.12 [deme_events] Lol Security:S29 Logen Fallure Mirosoft LT Windows System
W 2 04N2N8 203842 PST 100,017 [dem_events] Lol Securys2e Logen Failure Microsaft IR Windows
™ 2014112014 20638:42 PST 10.0.0.1 [Seme_events] Lol Security’s29 Logen Fallure Microsaft KT Windaws System
o 4 2004N12N8 203842 PST 10.0.0.17 [deme_events] Lol Securitys29 Logen Failure Microsaft IR Windows

At this point | want to save this query for future use. Press the

@ ArcSightLogger  Summary  Analyze Dashboards  Reports

mRA R O
/Authentication/Verify AND /Failure AND deviceProduct CONTAINS "Microsoft"

Categories = Last 10 minutes -

Give it the name “Microsoft Authentication Failures”

M o save the search.

Save Query

Name  BJW-Microsoft Authentication Failures

Saveas Filter () Saved Search

Schedule it {You can change the schedule settings later)

Type - Scheduled Search Scheduled Alert

EXO  Concel

My suggestion is to personalize your Saved Queries by adding your initials to the description.

Click the “Saved Search” radio button to the right of “Save as”
Click Save

Field Summary

You have noticed the field summary in the past, but let us explore what it does.

You can rapidly find additional information about the events returned without having to manually

count the items you are interested in.

Expand the Field Summary window by clicking on the arrow
Window

Click on deviceEventClassld in the Field Summary

For the Field Summary
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7/
Selected Flelds (3)
categoryBehavior 1
categoryleviceGroup 2
categoryObject 2
categoryQutcome |
eategorySignificance 2
deviceEventClassid 4
deviceProduct 1
devieeVendor 1

name 3

Time (Event Time)
@ 1 2004712014 20:38:42 PST

& 2 2014/121420:38:42 PST
@ 3 201401214 20:38:42 PST
@ 4 2014712/14 20:38:42 PST
s 5 2014/12/14 20:38:42 PST
deviceEventClassid (4)

Display events containing deviceEventClassid
Charton: Values by time | Top values
Field Value

Sexurity:529

Security:681

Security-533

1A5:2

Device Logger deviceEvens
10.0.0.12 [demo_svents] Local Security:524
10.0.0.11 [demo_events] Local  Security.52S
10.0.012 [demo_events] Local  Security:52%
10.0.0.11 [demo_events] Local Security:529
10.0.0.12 [demno_events] Local Security:667
xg
L
=
Count %

u wss SN
L | .
3 esnx !

1 zasts |
2

Notice that we have 4 different values that appear in our return set. These statistics help me
focus on the information | am interested in.

Say | am only interested in Security:533, just click on that value. As you would expect the query
was automatically changed to: (/Authentication/Verify and /Failure AND deviceProduct
CONTAINS "Microsoft") and deviceEventClassld = "Security:533"

Delete the addition “and deviceEventClassld = "Secu
click on deviceEventClassld again. This time choose “Values by time”

rity:533” to get to our original query and

doviceEventClassid 3 | deviceE: x
davioProduct 1 | Dispiay ewdes containing deviceEydmt Classid
Gaviciendor 1 Chartom: Values By e« Top valuses
name 3 Fintd Value Count %
Security:525 wow [
Sequrity 681 s % [l
ws2 LN |
4 12 2014/12/1420:48:26PST 10.0.0.11 [dema_events] Local
€ At ogper Sy e » i 08 moel oudbs 23
BEG O e v —
e M 86 i 000, el s i i by it o
[T ——— 1
[T
P —
=
.
st -
[
sz
[
s
e
.
e s

As you can see the system quickly created a chart by time for further interpretation.

However for better interpretation, click on “Chart Settings” and Choose “Line”
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D Arcsightiopger  turmey A Ombbcah  Bpats  Gefguesen w  Sriten dden s 107 esow D ouwbs ?u_‘
WM Y Ov  tagrn FE L
et o - Il
T events. (armed G0 wvests, 00020711 &
Chart Setvings
o Search Results
,
. —
—
2 e
2 Y. 9 a P ¥ & P . #
i i e [ r ¥ # e
vy o o | Gt setsngs n| o i &
F ! E ¢ (L ———— ? ¥ #
o =
Doy Lent 1
eme—— P ] Lt
ey Htating s T sy tisne
oty e s T 3
sy I e BT
o s
oy 17 Tz T s s BT

Now let’s restore our save search by clicking on the ™' icon. Choose the “Saved Search
Tab”

Load Filter/Saved Search T (%

Filter = Saved Search

Hame o Type StartDate  StartTime  End Date End Time Local
L BIW-Microsoft B Unilied Query SHow - 10m SHow

Authentication Failures

BIW-Microsoft B Unified Query SHow - 10m SMow

Authentication Failures

Configuration - Unified Query SHow - 10m SHow

Confiquration Changes L

{chart,

Confrguration - B Unified Query SHow - 10m SHow

Confiquration Changes

1rhar‘lu] [Impart]

Configuration Changes by B Unified Query SMow-1h SMow "l

Product

o by port B3 Unified Query SHow - 10m SHow

Name: Biw-Microsoft Authentication Failures

Type: Unified Query

D A ication/Verify AND [Failure AND deviceProduct CONTAINS "Microsoft™

Click on “Load + Close”, then click on “Go” to execute the query
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Fields

Change the field display and set it back to “All Fields”

Netﬂow_mmo
() ArcsightLogg  Security boards

‘Webserver

System Fieldssts

LR RR=Rd /Al Fieids Al Fislds
Bass Event Fields N
Categories 5 "Microsoft)
EndPoint Protection
Firewall
HIDS
Minimal Fields
NetFlow

{Authentication/Ve|

21 events (Scannet

Now scroll to the right to see the destinationUserName field.
Ensure the Start Time is set to “6Now — 1h”

Customtime range & 50

o/ Verify AND fFailure AND t “Microsoft” . Mty

148 events (Stanned: 382,491 events, 00:02.378) &

@Mﬁl#l.onlr Summary  Analyze ~  Dashboards —REpots  Configuration = ystem Admin Take me ta... (Alt+a) ePsin: 01 epsour O cpu (3w :;n"'mrl
-
MG Ov mupes ¥ - oy Sk}

10
5
DII- g BH_ Bem-l N_ %‘ m_ Emml m_

20:20:39 20:28:3% 20:36:39 4430
w deviceAddress

iest/Operating System TEsilun ffermational/Warming 17216110 hrweb01.hr.east. arcnet.com maria 140 Zanesinechiet ]
Zones/h.aast.arcreet. com - ibernal

ast/Operating System Fsilin Nformational fWarming 17218190 Feweb01 hreast arcrset.com marig 1 Zonesitechiet
Zones/hr past.arcnet.com - internal

fost/Dperating System IFellure Pformational/Wasring 10164 fmamy] 1AM Zanes{System Zones/Privste 10164
Address Space

0s1/Dperating System IFsilire NefermationalWarming 10.1.03 iy 1M ZanesSystem Zanes/Private 10103

Now let’s click on a user, in my case “jimmyj”

@ ArcSight Logger Summary Analyze ~ Dashboards Reports Configuration w System Admin Take me to... (Alt+a) EPSIn:
W E L Ow | AlFelds s Customtimerange & Start $Now-1h < Oynamic  End | $Now « Dynamic
JAuthentication/Verify AND /Failure AND deviceProduct CONTAINS "Microsoft” AND destinationUserName CONTAINS "jimmyj" e m Adancad

Now | want to see all activity related to this user ID by deleting all criteria prior to
destinationUserName. Your search should be destinationUserName CONTAINS "jimmyj"

w ArcSight Logger  Summary Analyze Dashboards  Reports Configuration s System Admin Take me to... (Alt+o)

wm M a O AR 4 | Customtimerange ¢ Start SNow-1h B 0ynamic  End $How % Dynamic
' destinationUserName CONTAINS “fimmy]" - ﬂ Aebaricesd

Minimize the “Radar” by clicking on the up-arrow in the following
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1bar=1minute =__

Minimize the “Field Summary” by clicking on _

@ ArcSightLagger  Summary  Analyze Dashboards  Reports  Configuration s~ System Admin Take me to... [Alteo) ersi: 0B epsowe O EPLI* 3% E‘r:‘:av
G Ov  AiFes Cntomtiverange § St SNow-1h EDynamic  End  SNow 5 Dynasmic
[Verify AND f CONTAINS "Microsaft” AND destinationUserName CONTAINS “fimmyf™ o m Abvsced
15 ewents {Scanned: 376,045 events, 00:01.189) | &
Time (Evest Time) Davice Logger name agenthddress. agentHosthame
4 @ mnanznanaesiest 10.0.0.11 [dema_svents] Local Microsalt T Windows Soqurity:533 Logon Failure AL ATET R CgrO2EES-11228T
@ 3 ZNANFNAIESTPET 10,0,0.12 [dema_svants] Local Microsolt T Windows. Security533 Logon Failure TIEIe cgro2E65-M2287
@ 1 AN ZNA N D526 PET 10.0.0.11 [dema_svents] Local Microsoft. LT wWindows. Security:533 Logon Fallure 172361000 cgro2E6S-F12287
@ 5 EaNIanD0sERsT 10.0:0.11 [dema_svenks] Local Microsslt LIETITIE Windows Security:533 Logon Failure RECATRT A CgrO2EES-N22ET
@ § FNANTNANI LS4 PST 10.0.0.12 [dema_svents] iocal Microsoft SEETI windows Security:533 Logon Failure TeIsI0Y cgrodEBS-M 2287
a 7 201411214 20:51:58 PST 10.0.0.11 [dema_events) Local Microsoft icresard L Security:533 Logon Failure 172161000 cgro2eBs12287

Notice that “jimmyj” only appears in Microsoft events at this point so let’'s change the
investigation to view activity based on an IP address instead. Click on an IP in the
deviceAddress field.

[
() ArcSightLogger  Summary  Analyze ~  Dashboards  Reparts  Configuration ~  SystemAdmin  Takemoto. (2lieo) ersin {07 epsoue O oru 25w Sm:i
Mg O NiPEs Cstomtmenange § St SHow-1h E0wamic End SHow 3 Dymamic
iy AND [Fallure AND CONTAINS "Micrasoft” AND destinationUserName CONTAINS “immyf™ = ﬂ Mt
15 events (Scanned: 376,049 events, 00:01.189) &
categoryQutcame derceddress deviceRventlategory

Acdress Space

" P Mntormaticnal/ Warring 1103 feneryl 18 Zones/Systerm Zorws{Private 10103 Sequrity Audit
Acdress Space

a Faftured finformatical/Waening QLARE Jienrry} W Zones/System Zones/Private 10115 Security Audit
Address Space

L} Faik i Indormaticnal/Wasming 10164 Jenerey} M Zones/System Zens/Privine 101,64 Segurity Audit
Adilress Space

" i informaticnal{Waening 10103 Pyl A ZonesSystem Zones/Private 10.1.03 Security Audt
Address Space

n | Faiso} fnformaticnal/Warning ws fenamry| 181 Zones System Tonos/Privaty 10015 Security Audit
Address Space

o = MndormaticnaliWarning 10464 Pyl 8 ZonesSyster Zones/Privete 10164 Security Audh

Then remove the search for jimmyj so it looks like this.
destinationAddress CONTAINS "10.1.1.5"

Now you can see activity from all of the feeds where the deviceAddress contains 10.1.1.5 for
example Tripwire, Microsoft, Oracle and others. (depends of course on your event feeds)
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@Irﬁllﬂlﬂm' Summary  Anolyze ~  Dashboards  Reports  Configuration ~

Mg O A

destinationfddress CONTAINS "10.1.1.5"

Customtime range 3 Seart SNow - Th

S2events (Scanned: 377,070 events, 00:01.073) | &

System Admin

EmOynamic End SNow

epsin: 109 epsow O

Take me to.., (Alt+a)

B ddress  agenticstitame ageniZencURl category0...

Address Space

100.1 gro2ERs-1N2287 8l Zanes/System ZoeesiPrivate 1 ModtyiContent [Operating System st/ Reseurce/File [Sucess Nelermational 10115
Address Space

100.9 egro2E65-11 2287 8l Zanes/System ZoeesiPrivate 1 Detete. [Suteess finfermational/Warning 10.1.1.5
Address Space

1009 gro2E6S-112287 Rl Zones{System Zones/Private 1 Dedete [Sutcess finformational/Warning 01
Address Space

1001 egroZE6S-1 2287 Al Zonts/System Zoees Private 1 Detete [Suttess fintermational /Warning 10115
Address Space

1001 gro2ERS-112287 Al Zones{System Zooes/Private 1 Detete. [Sureess finfermational/Warning L ARK ]
Peddress Space

8.3. Viewing a Live Feed

Many individuals prefer to see events that are a constant scroll by like a “tail —=f” command in
UNIX. We have this capability thru the Live Event Viewer

Choose Analyze > Live Event Viewer

@ ArcSight Logger

Security

All Failed Logins by User
500

Summary

Analyze ~ Dashboards

q Search

Alerts

Live Event Viewer

Enter “Security:529” in the top “Search For” box

& 51682738

Search Compaser | Search Results D Help

What do you want to FindT Buld a new filter or load an existing e

ms @b o+ -
ExtiodeNinciuge
Search

Saarch For

Ehonn 8 logleal NT

Device Grongs.

Storage Groups

5 1921862235
Search Compenar  Search Resalts 0 el

Flter Secorfty 529
PIHIEX L

= | Seaching Sevents (1554scacned)  DipleySufhw 1000 14330

3: 201411 2/15 19:16:31 PST 10.0.0.11 [demo_pvents] <128>Dec 15 19:16:30 192.168.10.168 CEF DOMcrosoltMicroseft
Wedows!TTERL i " i .

@ oo
categoryDBjects HostLTpentiog System art«1 165861 596838 catsSeurity deviceSeverilyshudin_fadure 111 165551 695638
113, arcmatcom - i
. L

intereal
0 TL16.1.

Tonesite s ancmeL i

exSLaby 20 L2 panen cx.2Labi

cxkLabel L agt=132.168.40." B2

Paddeies Space av<2.9.3.0.0 anr=America/les_Angeles d<\ySugEBABIARY

&: 201412015 19:16:31 PST 10.0.0.12 idemo_events] <128De 15 19016:30 192.168.10.167 CEF OiMcrosoltiMicroseft
Windors | EETITEEL iy ol . i i

atigoryDijects 'lowwsm ‘System art=1165851896562 catsSexurity devi
1132 e URY= Al I

T2I6.1,

x5Lab i 1L sparen rx2Lab
L TLabel- 152,168,401 TH
Ak Space av-2.9.3.0.0 atzAmericallss_Angeles aid=1iyIgEBABCARY

§: 2014112/15 19:16:31 PST 10.0.0.11 [demo_events] <128>Dec 15 19:16:30 192.168.10.192 CEF DiMcrosoltiMicroseft
Windows|[ZITIER i 8 T f

sategeryBehavior,

roryDeiced
categoryObjects/Host/Dperating System a1 165861898182 cateSecurity deviceSeverilyshudit_fadure 1+1 165561838182
rry2 sl 11 LRt AR Zonesiechiod t com - indernal
e

3 172381,
iR/ AL ACIRLLO -
exSLab 5 1Ly panen cxilab
cxELabel 1L agt=152.162.40.° L
Aaddiness 5 243 _Angeies sd=1jyIgaBAR
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Dashboards

Data Monitor: MS - Last Logon Failures

Now | want to create a Data Monitor that will show me the last 10 windows logon failures.

categoryBehavior = "/Authentication/Verify" AND categoryOutcome = "/Failure” AND NOT
(destinationUserName IS NULL ) | top destinationUserName

Or we can also limit our analysis to Microsoft only failures by adding before the |
top destinationUserName

“AND deviceProduct CONTAINS "Microsoft"
Example:

categoryBehavior = "/Authentication/Verify" AND categoryOutcome = "/Failure” AND NOT
(destinationUserName IS NULL ) AND deviceProduct CONTAINS “Microsoft” | top
destinationUserName

By viewing the Field Summary we can quickly see the percentages of each deviceEventClassid
that is in the return data set.

(NOTE- when displaying the chart “| top destinationUserName” | do not get the Field Summary
option

You can choose to chart the “Values by Time” or “Top Values” by clicking on the appropriate
label.

Enter the search in the search box:
/Authentication/Verify AND /Failure AND deviceProduct CONTAINS Microsoft

7% Time (Event Time) Device Logger
Selected Fields (4) m 1 2014/12/15 19:16:30 PST 10.0.0.12 [demo_events] Local

deviceEventClassld 3 deviceEventClassid (3) 2

deviceProduct 1 Display events containing deviceEventClassid

devicaVondor 1 Chart on: Values by time | Top values

LUl Field Value Count %

Discovered Fields (0) Sec 10 seeee [N
Noflelds to display 3 ow [l
z 3w [
Click on “Top values”
Notice that a chart is automatically built for you
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0 AcSightlogyer  Gewvay  AMIFE - DMMGMI g LRI v SpEmNOER e miw 108 rsowl ouwdls n_’_':ﬂ:

R - VGt B [ TTMITIA | VOAGE O O WWTNE | SIS v

et m -

Besrch Besuits

deventventCiasats

Since this is my area of responsibility | want to place this in a dashboard so that | can quickly
see the current results without having to execute a search this time.

H

Notice that there is a new choice presented. Dashboard Panel. Click on Dashboard Panel

Now | want to save this chart so | can use it in a dashboard. Click on

Save Query

Panel Title Microsoft Authentication Failures

Saveas (  Filter () SavedSearch @ Dashboard panel

Saved Search (™ New saved search
Saved search name

© | BIW-Microsoft Authentication Failures
Dashboard ) | wail
Save Query © New dashboard
Dashboard name
Microsoft Related Events

Name Microsoft Authentication Failures
Paneltype | Chart & or € Add both types

Save as Filter @ Saved Search Dashboard panel Charttype  Pie 5

Scheduleit (You can change the schedule settings later) Chartlimt |10

Type - Scheduled Search Scheduled Alert

m Cancel EDQ | Gnel

Notice the choices made:

Select Saved search as “Microsoft Authentication Failures” reusing the query
Select “New dashboard” and enter “Microsoft Related Events”

Checkmark “Add both types”

Change Chart type to “Pie”

Click on Save

The following message will pop up:
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Choose OK

Click on Dashboards

hitps://182.168.2.236
A Saved Search named BIW-Microselt

R0 replace 7

Cancal

Authertication Failures” alreacdy uists. Do you wamt

@ ArcSight Logger
Security

Login and Connection Activity
Monitor

Mail

Microsoft Activity

Top Malicious Activity
Compliance

Network Operations
Security
TippingPoint

Summary

Intrusion and Configuration Events

w

Change drop down to “Microsoft Related Events”

Your dashboard is now displayed.

) arcsight Logger  summary  analae
Microsoft Related Everits v Tools =

Microsoft Authentication Failures

:.rw_en n: aech Page

Dashboards Reparts Configuration w

Refreshed ot 201411216 12:29:00

Systam Admin

Microsaft Ruthentication Failures
Sevicelventilanaie st
Security-529 "
Securiny sl 5
Security:533 3

452 1

Dsplinying 1 -4l &

Wiew o0 Saarch Page

19:26

admin

s 06 ersoue D v 1Bw

Page 1 ol

Refreshed at 200412016 13:20:08

Let's add another dashboard by building on what the system already created for us.

Click on “View on Search Page” The system jumps to the Analyze Tab and displays

/Authentication/Verify and /Failure AND deviceProduct CONTAINS Microsoft | where
deviceEventClassld is not null | top deviceEventClassid

Change this to:

/Authentication/Verify and /Failure AND deviceProduct CONTAINS Microsoft | top

destinationUserName

You have probably already noticed that the system has extensive context sensitive help
prompting you and giving you examples every step of the way.

Click on GO
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@ ArcSight Logger Summary Analyze ~ Dashboards Reports Configuration s System Admin Take meto... (Alt+0)

WA v AlFelds

= Customtimerange & Start H2 12/15/2014 | 19:16:22 [“|Dynamic End B 8/16/2922

23:12:55 | ) Dynamic

JAuthentication/Verify AND /Failure AND deviceProduct CONTAINS Microsoft | top destinationUserName|

‘vm

Auto-open is ON

arcsight | cef deviceEventCategory | top deviceEventCategory

_storageGroup IN ["Default Storage Group"] | cef deviceEventCategory
eventld | rex "deviceEventCategory=(?<categories>[* ]*}" | top categories

‘Search History

JAuthentication/Verify AND /Failure AND t CONTAINS I top
Search Operator History Help 7

... | top destinationUserName List the search results in a tabular form of the mest common values for the specified field.
Examples Thatis, the values are listed from the highest count value to the lowest.

Usage
I top [<n>] field field2 field3 ...
<n> limits the matches to the top n values for the specified fields.
maore »
Next Search D s
chart, fields, sort, rex , where

destinationUserName

() Arcsight Logger  surmary  Analyze ~

L O NPk i

¥

Sevents (Scanned: 101,022 events, 00:02369) &

Search Results

destinationUserName

15:
Dashboards  Reports  Configuration »  System Admin Take me to... (Altee) ersin 10T epsom: O cpu (3w “:I:i
Customtmerange ¢ Start [ 12015/201 191622 “Oynamic End [ B/16/2922 231255~ Dysamic
CONTAINS Microsaft | top destinationlserName . adinced

Change to a Pie Chart

Chart Settings

Chart Settings
Chart Title | search Results
Chart Type | column |
Display Limit | Column
Bar
e |
Area
Line
Stacked Column
Stacked Bar

Apply Close

Choose SAVE
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Enter the selections as shown below and click SAVE

Save Query

Panel Title

Save as

Saved Search

Dashboard

Panel type
Chart type

Chart limit

Microsoft Failed Logon Attempts &

" Filter () Saved Search (@ Dashboard panel

O New saved search
Saved search name
Microsoft Failed Logon Attempts

) 1top_Malicious_IP by Product

1 Mail
O New dashboard
Dashboard name
Microsoft Related Events

Chart % or | Add both types
pie &

10

Cancel

@ ArcSight Logger Summary

Security ~ |
Intrusion and Configuration Events
Login and Connection Activity
Maonitor

Mail

Microsoft Activity

Microsoft Related Events
Microsoft Related Events
Top Malicious Activity
Compliance

Network Operations
Security
TippingPoint

A

Select the “Dashboards” tab and “Microsoft Related Events” from the dropdown box on the right.

19:38

w ArcSightLogger  Summary  Analyze w  Dashboards  Feports  Configuration w  System Admin Talke mee 0., [Alt va} epsin 108 essou: O ﬁj EEDS by ot
Microsaft Related Events. o] Toals =
Micrasoft Authentication Fallures 8% Microsoft Authentication Fallures 8% -
—— =
Secwity 681 12
1529 :;:dy.m :
Displaying 1 - 004 (4 dPage 1 o1
View o Search Page Refreted at DO1Q/11/16 1A0RE Vi o Senech Page Roefreatad at 20VA/1Z/16 TRA0:3F
Change the format of the display
Click on Tools and choose Change Layout

@ ArcSight Logger

Microsoft Related Events x| |

Microsoft Authentication Failures

Summary Analyze s Dashboard:

Tools ~

Create Dashboard
Delete Dashboard
Edit Dashboard
Set as Default

Add Panel

Security:529

Drag panels to-change the Lyout

Micruaslt kathantic stics
-

Micsoaalt hathaniic stion

Choose Save

©Brian Wolff

Page-47
December 17, 2014 v4



8.5.

HP ArcSight Logger in 2 Hours™
December 17, 2014

Reporting

Dashboard Viewer Dashboard Preferences Widget Designer Recent Reparts Jobs Execution Status Classic Wiewer Classic Designer Classic Preferences

When you choose “Reports from the menu or the “Take me to...” dialogue, you will be brought
to the Dashboard Viewer. Dashboards display reporting data to provide a quick view of the
latest information about network events. You can assemble various reports and external links
onto a dashboard.

However, you must place each report or link into its own widget and then place the widget in the
dashboard. A dashboard can contain multiple widgets.

Placing reports on a dashboard gives you access to the most recently published results for
those reports. Keep in mind, reports must be run and published in order for the results to be
accessible on a dashboard viewer. If you schedule a report to run, publish, and save for a
reasonable retention period (for example, one month), then those results will always be
available for dashboard views.

For example, you can add one or more reports to a dashboard, and configure reports to auto-
refresh on a specified interval (for example, every hour). The dashboard will access the latest
published reports results, in this case, every hour.

If you have also scheduled the reports to run and publish every hour, your dashboard will show
current results. This eliminates the need to manually run and view each report once per hour in
order to retrieve the same information updates.

Example:

Dashboard Viewer Dashboard Prefecesces Widget Designes Recent Beports Jobs Execetion Stabws Uassic Viewer (lassic Designes Classi Prelerences

Pl Dashboard =

top_ 10105 _alerts

e GRS I

SANS Top 5 (5) Top Alerts from IDS

———
CAFEAON 250 PM

Top 10 Alerts

[amen_decodan: Truncated ipvd Options Psae0

. e

(sp0_tag3) Short ragment possitks Dos atampgy Pox10

BAD-TRAFFIC UnassignedMaserved IP protocsl 2680

Tamn

R

BAD-TRAFFIC ip rasaned bt sat
Fils Walch Accasssd Yzen50

top bandwidth

e S L o[ [ [%

Top Bandwidth Usage by Source

e ———————
TRR014 3:33 PM

Stan Time 0S2E14 01°33 PM End Time D264 0533 P
Scan Limit 100000
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Running a default report

Choose Reports from the Menu
Then under “Navigation” click on Report Explorer

In the Reports column choose “Device Monitoring” then “Operating System”

Then choose “Login Errors by User”(Left Example below)

@ ArcSight Logger

Dashboard
Scheduled Reports
Navigation
(Category Explorer
Report Explorer
Query Explorer
Parameter Explorer
Favorites Explorer
Design
New Report
Queries
Parameters
Parameter Value Groups
Template Styles
Administration
Deploy Report Bundle
Report Administration
Report Category Filters
Report Categories

iPackager

Summary Analyze s

4 {Root)
Default Reports
Demo Reports
4 Device Monitoring

Anti-Virus
CrossDevice
Database
Firewall
Identity Management
ID5-IPS
Network
Dperating System
VPN

Foundation

150 27002

IT Gov Dema Reports

NetFlow

NIST 800-53

Pr1Nemn Rennrts

Dashboards

Reports Configuration System Admin

o Login Errors by User Actions:

User Administration

Take me to... (Alt+o)

Quick Run with default options

Run in Background

Run Report

List Published Outputs

(Create Dashboard Widget

Customize Report

More ~

Properties:

Name:

Type:
Format:
Query Objact:
Modified On:
Category:
Public:

Description:

Login Errors by User

Adhor

HTML

DM-05-Login Errors by User
09/23/2014 13:44
Operating System

True

This report shows the details of fail
ed logins for each username (time,
event name, source, and destinatio

-

Click on “Quick Run with default options”.

Choose “Run Now”
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@ ArcSight Logger

Dashboard Report Parametess
Scheduled Reports Logla Esvarsbyliser:

Navigation This rapeet shaw the Sstaile of failsd lagine far , source, and & 2
Category Expiorer m
Report Explorer
Query Explorer Additional Fllters
Parameter Explorer

_ Srart SHow - 2h [ Dynamic
Favorites Explorer ‘et
Design End A Dynamic
Mew Report "
Sean Limit (100000
(Queries il -
A Lacal Dnly
Parametess
Parameter Value Groups
Template Styles Sevica Grpmps Shovsps Erveps
Flow_dats St Storage Group
Administration Fa " o
raw_syslog W Event Storage Group v
Deploy Repart Bundle 500 PLIStorage Group
Rreport Administration Devices Paars | clude pears, uncheck Local Only)
10.0.0.11 [deme_events] Ther
Report Categary Filters - ~
Heport Categories v

Packager

A € e

Login Errors by User

12/16/2014 12:28 PM

End Time Source Zone Source Source Destination Zone Destination | Destination
Address Host Name Address Host Name

10/04/2009 badlogin 1Al Zones/System 127.001 localhost [All Zones/System Zones/Private  10.0.0.27
Zones/RFC1700 Address Space
10/04/2009 badlogin 1Al Zones/System Zones/Public  213.144.137.66 sdsl-137-66. Al Zones/System Zones/Private  10.0.0.27
Address Space/198.20.0.0- init7.net Address Space
222 255 255 255
10/04/2009 badlogin 1Al Zones/System 127.001 localhost [All Zones/System Zones/Private  10.0.0.27
Zones/RFC1700 Address Space
10/04/2009 badlogin 1Al Zones/System Zones/Public  213.144.137.66 sdsl-137-66. IAll Zones/System Zones/Private  10.0.0.27
Address Space/198.20.0.0- init7.net Address Space
222 255 255 255
10/04/2009 badlogin 1Al Zones/System 127.001 localhost [All Zones/System Zones/Private  10.0.0.27
Zones/RFC1700 Address Space
10/04/2009 badlogin 1Al Zones/System Zones/Public  213.144.137.66 sdsl-137-66. IAll Zones/System Zones/Private  10.0.0.27
Address Space/198.20.0.0- init7.net Address Space
222 255 255 255
 ——dBR008 _ badiocin Bl Zeneasisten 122000 _ocaliost /Al Zonea/Systen ZonesPrvale. 100027

Note that you can save the report in multiple formats such as .csv, .pdf, rtf. You can also emalil
the document or publish it to the portal.
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Creating a report, by customizing default report

Since Logger ships with a variety of useful, pre-built reports for common security scenarios, you
can use these not only to run as-is but also as templates for building new reports. If you are just
beginning with the Report Designer, a good way to learn fast is to start with an existing report
that has some of the features you want in your new report, save the original report under a hew
name, and then modify it.

[ Modifications to reports and other ArcSight-defined content may be
. overwritten without warning when the content is upgraded. Do not modify

caution ArcSight-defined content directly.

Make modifications to a copy of any ArcSight-defined content as a general
practice, and subsequent upgrades will not affect the modifications.

First we want to make a new “Category” so that we can have a place to save our reports.

Choose Reports from the Menu

Then under “Navigation” click on “Category Explorer”
Suggestion is to enter your initials such as “BW Reports”

Click on “Save” (In this case | choose to keep the folder Public)

ADD New Category

(Category Name  |BW Reports
(Category D [/} System Generated
Scope:(@ Public () Private  [|Hidden

Save || Cancel

Now to customize the report
Rather than create a report from scratch, | am going to:
Copy the report
Copy the query
Change the query
Change the report to use the new query
Run the newly maodified report.

It is always recommended that you create/copy a standard report into the new category group
we just created before making changes. This insures no conflict as ArcSight Supplied updates
are provided to you.

We are going to use “Login Errors by User” as the basis for our report.

Copy the Report

Choose Reports from the Menu

©Brian Wolff Page-51
December 17, 2014 v4



HP ArcSight Logger in 2 Hours™
December 17, 2014

Then under “Navigation” click on “Report Explorer”

In the Reports column Expand Device Monitoring by clicking on the “ icon
click “Operating System”
Select the report with a Left-Click on “Login Errors by User”

When selected it will turn BLUE

Navigation
(ategory Explorer
Report Explorer 4 (Root) o Login Errors by User Actions:
Query Explorer EW Reports < User Administration Quick Run with default options
Parameter Explorer Default Reports Runin Background
Favorites Explorer Demo Reports Run Report

Design 4 Device Monitoring List Published Outputs
New Report Anti-Virus Create Dashboard Widget
Queries CrossDevice (Customize Report
Parameters =
Parameter Value Groups Databass Hore

Click on “Customize Report”

Click on “Save As..” button

2 Sae Report Layout As - Windows Intemet Bxplorer
=j=z|Q =

Name

4 ] (Rooty
4 7] Device Monitoring
4 [z Operating System
‘?_] Login Errors by User

‘?_] User Administration

Report Name |Lclg|n Errors by User Save Cancel ¥ Options

First Step is to refresh the menu by closing the root folder by clicking on the “ icon in front of
the Root Folder. Then click on it again  “ to refresh the directory

@ Save Report Layout As - Windows Internet Explorer i
W=

MName

4 =] (Root)
7] Device Monitoring
[ BW Reports
[ Default Reports

1 Demo Reports

Click on the Folder so it shows that is selected by changing to BLUE 1 BW Reports
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4[] (Root)
7] Device Monitoring
] BW Reports
7] Default Reports

[z Demo Reports

Report Mame |ElW Windows Logon Failure | Save Cancel | ¥ Options

Add your initials in front of the new name you give the report and Click “Save”

' Report Saved Successfully

Close

Click “Close”

Copy the Query

Click on the data source icon

Ad hoc Report Designer = BW Windows Logon Failure

8| F &£ =z & E 8 W W o Expand All

Run Preview Save... Save fAs... Open...

t4 DataSource

Select Source

Query Object: |../Operating System/Login Errors by User | s, ]

Query Editor...

Click on “Query Editor”

Query

Query Parameter Parameter Value Groups Graph

Add New Open Delete Save Save As Cancel Advanced

Mame |Login Errors by User
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Now we are going to rename it and save it

Click on the Triangle in front of the root folder and click again to refresh the menu
Click on your folder, in my case “BW Reports” to select the folder
Set the Query Object to “BW Windows Logon Failure” then click “Save”

= Save Query Object - Windows Internet Explorer | == RS |
SEQ =
MName
4 [z (Root) ~
5] Device Monitoring
=3 BW Reports
;] Default Reports
771 Demo Reports
=2 p o
=S
Query Object |EIW Windows Logon Failure ¥ Options
Query Object Editor

Add New || Open || Delete

& Successfully replaced query object: BW Windows Logon Failure

Cancel || Advanced

Name | BEW Windows Logon Failure

Note the name change.

Change the Query

To edit the query we now click on the new “Data Source” icon

Transfarmation

Data Source

The query appears and we are going to change the where clause.
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sOL
Design
SELECT events.arc_g
FIRST you must click on the ' “ “Design” Icon to expose the editor

WHERE events.arc_categoryDeviceGroup = '/Operating System'
AND events.arc_categoryBehavior = '/Authentication/Verify'
AND events.arc_categoryOutcome !="/Success'

AND (
events.arc_categorySignificance = ‘/Informational/Error' OR
events.arc_categorySignificance = ‘/Informational/\WWarning'

To illustrate how we make a change to the SQL we will change the query to only show logon
failures and only for device vendor Microsoft.

(In production: we would alter a Parameter to pass the Device Vendor instead of hard coding
the device vendor. This was only to expose you to the query editor)

SELECT events.arc_destinationUserName "User Name",
events.arc_endTime "End Time",
events.arc_name "Error",
events.arc_sourceZoneURI "Source Zone",
events.arc_sourceAddress "Source Address”,
events.arc_sourceHostName "Source Host Name",
events.arc_destinationZoneURI "Destination Zone",
events.arc_destinationAddress "Destination Address”,
events.arc_destinationHostName "Destination Host Name",
events.arc_deviceVendor
FROM events
WHERE events.arc_categoryDeviceGroup = '/Operating System'
AND events.arc_categoryBehavior = '/Authentication/Verify'
AND events.arc_categoryOutcome !='/Failure'
AND events.arc_deviceVendor = 'Microsoft'
ORDER BY events.arc_destinationUserName,
events.arc_endTime

Click “Ok”
Click “Save” or you will lose your changes

Change the report to use the query

We now need to pair the query with the report by clicking on the “Data Source” icon i
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Ad hoc Report Designer = BW Windows Logon Failure

B &€ 28 &S & | P L Expand All

Run Preview Save... Save As... Open...

&4 DataSource

Select Source

Query Object: [..fﬂperating System/Login Errors by User | 'E..l

Query Editor...

Change the Query Object by clicking on the “Root” folder to close it
Then reopen it to see the BW Reports folder and choose the “BW Windows Logon Failure”

Ad hoc Report Designer = BW Windows Logon Failure
8 @ & & = 8 @8 8 @ P9 Expand Al

@ Datz source missing
Run Preview Save... Save As... Open...

4 DataSource

Select Source

Query Dbject: ’(Ruot) |'E.|
== O v X
Report Settings Name

ReportTitle: =] (Root]
Template: 4 [f] BWReports

Report Format: Igt BW Windows Logon Failure

Report Contents:

Double Click on “BW Windows Logon Failure” if the query object is not already set.

Click “Save” and “Close”
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Click on the Fields Editor

Ad hoc Report Designer = BW_Login Errors by User
8@ F & =28 |8 8 @ & 9 Expand All

Run Preview Save... Save As... Open...

4 Select Display Fields

Bvailzble Fields 0JC Selected Fields

[T} User Name A L
] End Time >
[ Error
> A
[ Source Zone
["] Source Address < =
["] source Host Name «“
["] Destination Zone
['] Destination Address 4
[]Add New Fields At Runtime
- }> -
Click on to select all the fields
Also move the ArcDevicvendor to the top by selecting it and clicking the up arrow till it is at the
top.
Open...
Selected Fields w
Arc Devicevendor A Rend|
User Name
>
End Time
> A
Error
< W
Source Zone
<«
Source Address
Source Host Name
v
Destination Zane
[[]Add New Fields At Runtime
Click on “Save”
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Report Saved Successfully

v

Close

Click “Close”
Click “OK”

Click Run
Click “Run Now”

BW_Login Errors by User

12116/2014 3:02 PM

Start Time:12/16/14 01:02 PM End Time:12/16/14 03:02 PM
Scan Limit:100000

Device Vendor User Name End Time Source Zone Source Source Host Name
Address

Microsoft 1211172006 Account logon failed. FAll Zones/ArcNet Zonesinyg2. 10.0.113.27 desktop27.ny2 east arcnet.com
esst.arcnet.com - internal

Microsoft 12/11/2006 ‘Account logen failed. /Al Zones/ArcNet Zonesiny2. 10.0.113.27 desktop27.ny2. east arcnet.com
east.arcnet.com - internal

Microsoft 12/11/2006 ‘Account logon failed. /Al Zones/ArcNet Zonesiny2. 10.0.113.27 desktop27.ny2 east arcnet.com
east arcnet.com - internal

Microsoft 1211172006 Account logon failed. FAll Zones/ArcNet Zonesiny2. 10.0.113.27 desktop27.ny2 east arcnet.com
east.arcnet.com - internal

Microsoft 12/11/2006 ‘Account logen failed. /Al Zones/ArcNet Zonesiny2. 10.0.113.27 desktop27.ny2 east arcnet.com
east.arcnet.com - internal

Microsoft 12/11/2006 ‘Account logen failed. /Al Zones/ArcNet Zonesiny2. 10.0.113.27 desktop27.ny2 east arcnet.com

east arcnet.com - internal

To run the report:
Choose “Reports Tab”
Choose “Report Explorer”
Choose “BW Reports”
Choose “BW Windows Logon Failure” from Reports Column
Choose “Quick Run with default options”
Choose “Run Now”

Ad hoc Report Designer = BW Windows Logon Failure
8 & & & & 8 &8 8 @ | 9 Expand All

eI EEEEESCCEE

4 (Root) O BW Windows Logon Failure Actions:
BW Reports Quick Run with default options
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BW Windows Logon Failure

Start Time:12/16/14 06:40 PM

Scan Limit: 100000

End Time:12/16/14 08:40 PM

12/16/2014 8:40 PM

Device Vendor User Name End Time Source Zone Source Source Host Name
Address

Microsoft

Microsoft

Microsoft

12/11/2006

12/11/2006

12111/2006

12/11/2006

12/11/2006

Account logen failed.

Account logon failed.

‘Account logen failed.

Azcount logen failed.

Account logon failed.

Al Zones/ArcNet Zones/iny2.
eastarcnel.com - internal

TAll Zones/ArcNet Zonesiny2.

east.arcnel.com - internal

Al Zones/ArcNet Zonesiny2.

east.arcnet.com - internal

TAll Zones/ArcNet Zones/iny2.

east.arcnet.com - internal

TAll Zones/ArcNet Zonesiny2.

10011327

10.0.113.27

10.0.113.27

10.0.113.27

10.0.113.27

desklop27 ny2 east arcnet com

deskiop27.ny2.east arcnet.com

desklop27.ny2.east arcnet.com

desktop27.ny2.east arcnet.com

desktop27.ny2.east arcnet.com
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9. Pipeline Operators:

Pipeline Operators are critical to refining searches to obtain the information that is
sought after. The ideais to add clauses, which are made up of pipeline operators and
event attributes, until the search yields the desired results. The order of the pipeline can
matter, so think about what it is you want to search for, and how to search for it.
Usually, the finished pipeline is a representation of the spoken search process.

Keys — Identifies keys in raw events based on specified delimiters

The keys operator can only be used to determine keys; you cannot pipe those keys into other
operators.

Extract — Displays key-value pairs from raw events

Fields — Includes or excludes specified fields

Regex — Selects events that match a specified regular expression

Rename — Renames a CEF or REX extracted field

Replace — Replaces a specified string in one or more specified fields with a new specified string
Rex — Extracts values based on a specified regular expression

Transaction — Group events that have same values in specified fields.

For example, if host and portNum are specified and two events contain “hostA” and “8080”, the
events are grouped in a transaction. The transaction IDs created in this search are sorted in

ascending order.

Duration - The time in milliseconds of the duration of a transaction, which is the difference
between the event time of the last event in the transaction and the first event in the transaction.

Eventcount - Displays the number of events in transactions.
Where — displays events matching criteria specified in “where” expression

Allows you to use our Field-based operators on Raw events (User-defined Fields extracted from
raw events using Pipeline Operators such as rex or extract)
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10. Selected Examples:

“What are the counts of destination ports in my Netflow traffic?”
Netflow Chart by count of Events by Destination Port

netflow | cef dpt |chart _count by dpt | sort - _count
Change Chart type to “Line”

L -

D arctghtiogper ey

e

ot bt ity

Wy Beloers  Sem  Culgumeew  iySemdien

- -
" -
.

]

“What are the byte counts, in and out, for Netflow traffic, every 30 seconds?”
Netflow| cef bytesIin bytesOut|chart avg(bytesin),avg(bytesOut) span=30s

e 05 moel ol

LT T R —
BRI O e e g e
i b ke O e N - =

BE
\,
Al
/.
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Top Talker:
“What Source Addresses are responsible for the Firewall traffic, and by how much?”

categoryDeviceGroup = "/Firewall" AND categoryBehavior = "/Access" and bytesin IS NOT
NULL | EVAL total_bytes=bytesIn + bytesOut | chart sum(total_bytes) as bytes by
sourceAddress | sort - bytes

Search Results

10,000,000,000
1.000,000,000
100,090,000
1
1

souroaddress

Page1  of1 .
sourceAddress bytes
172.24.81.440 LTI
w3za 178 50207224
0331848 405964512
10.0.28.147 733240
10,0150 1423480

100.100.100.100 &71060

Here is a search string that will search Blue Coat events, and through using the pipe operator
and rex command,will pull out the information after the “q="in the Google search.

deviceVendor="Blue Coat" | rex "http://www.google.com/search\?g\=(?<term>["\\&]+)" |
top term

If you copy and paste the above expression in to logger, ensure that the double-quotes don’t
end up as slanty double-quotes in the logger search. This will cause an error in the
search. Windows has a way of doing this at times.

Quick Overview of Device Vendors:
| top deviceVendor
Quick Overview of Device Products:
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| top deviceProduct
What versions of Connectors are reporting into Logger?
agent:012 | top deviceVersion
How many TippingPoint events per hour?
deviceVendor=TippingPoint | chart sum(baseEventCount) span=_1h
What's coming into Logger?

| top name

Failed Logins by User

categoryBehavior = "/Authentication/Verify" AND categoryOutcome = "/Failure” AND NOT
(destinationUserName IS NULL ) | top destinationUserName

Top NetFlow destination ports
destinationPort > 0 AND deviceProduct = "Cisco NetFlow" | top destinationPort
What products have had changes to them recently?

categoryBehavior startswith "/Modify/Configuration" | top deviceProduct
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Example of Regex:

| regex="CEF:0.*?Zara"
14,481 returned

19:59
() Arcsightlogger  Summary  Anslyze ~  Dashbomds  Reports  Configurion ne  SysemAdmin | Takemoto. (Aliea) esi: 08 epsow:D o @x 0
L O MR [] Costomtimerange | § St § 12115/2014  19:06:22 ownamic  End §F B16/2022 2301255 [ Dynamic
| regen="CEF0. T Zara" " m Advaoced
189 events (Scanned: 270,910 everts, DO:1B.110) & Thars Tmimde

t0
]
6

o

ai
3 EEEEEIEL CEL EEEEEL R EL B mEmE
= = [m—pe———1
19016034 190434 19304 1904034 L84 e 19:56: 34

e Thmat (vt Timal Davien Legger nama aqenthddnen
Selected Fields (4) @1 2OVEITENS 151634 PET 10.0.0.15 [S00_events] Local Merpsott Mirpsott Windows Serurity551 Logoht 172162085
devicebenen(lassid §
deiceBrodue 1 & 2 2004205 1%I639 PET 10.0.0.15 [S00_events] loel  Meroselt Hicrualt Widums, Setuily 551 Legelt 172.16.20.45
desicanador 1
nama @ 3 20N8NZ/NS 1EIEAT PST MO0, 16 [SO_pwents) Lol Micronadt Mool Windows. Secuity 551 Logol! 172.1620.65 egrex
Discovered Fleids (80
No fieids to display @ POIANEIS 1R 16T ST 000,16 [SO0_swents] Lol Micronedt Microsedt Windows Satwity €10 Ut Aeeount Delated 172162045
H —_n RVl —_n N * n
deviceProduct="Unix" | regex="CEF:0.*?Zara
" 200
@ ArcSight Logger  Summary  Analyee Reports ~ Take me ta... (hlteo) ersin 0S5 epsour 0 cpu: 30w T
- H G Ow MR 4 | Gmomumerarge 30 Sun B7 12N52014 1901622 COyemic Gnd B B6/2922 | 230255 | [ Deamic
deviceProduct="Unix" | regex="CEFR0."TZara™ - ﬂ Muanced
59 events [Seanned: 296,849 svents, D0:0.007) & Thats Tminale
0
®
©
4
b
T I e T, .. .
12809 90679 19T 14T 195019
7w Time (vent Timel Device tngger name sgumthsirs  agentHostName
Setcied Fielas (2 @ 1 MNANE1E1E20 ST 0045 [SOH_sveses] el unie == arcsigeE1n30 Faited paszword MZIGINAS  cprochomskiTEIR
devicefventCimald 4
deviceProdut 1 47 NS 1EIE0T RS 00015 [S00_eventa] Local el ini a0 Failed passward TTRIEA0LE  cgroihawskiTER
deviceVendor 1
name &
[——— G 3 MANNS 1315087 VLOLI6 [SO_events] becal i = angighe 1023 Reeostedpuesmted  1TRIGI0AS  corhowshiTEIR
i ek to daplay

©Brian Wolff

Page-64
December 17, 2014 v4



HP ArcSight Logger in 2 Hours™

December 17, 2014

Top 20 Products by event count:

deviceProduct != "ArcSight" AND deviceProduct IS NOT NULL | top 20 deviceProduct

(does not account for aggregation, see next query)

() nrcight Logger  Summary Al v Deteowds  Rapomts  Cenfiguation v SystemAdmin kot e 1 [t s 0B epsoucd o 2Bw
-G O e 3 Cmemmmensge 3w 5 OZNIEON 90622 Comens t S ONGENZ 211233 D
=SSl : - IER =
Wevents [Scanced: 203 988 rvents, 06191751 | &
Saarch Results
23,000
0000 —
o ]
o000 B——
000
o
" 5 49 »
; , i r
e #f ’ e
. G
davcaPraduct
- _wn
Butghsia Rt sy
o a0
—— i
e — i
tracte e
- i
et Wity i
Lot Bt Pronectior as17
SO0 Sereee seat
soert -
Uty m
Dnplaing1- 200 70 Page 1

0
admin

Chart Settings

Top 20 products by event count, aggregation used:

deviceProduct != "ArcSight" AND deviceProduct IS NOT NULL | chart sum(baseEventCount) as

Event_Count by deviceProduct | sort - Event_Count

) MrcsightLogger  Sommay  Mshae ~ Dashbowds  Reports  Coofigunation e SystemAdmin | Takeme o (Al o 07 erson 0 cu 24w ,:,1‘?{,
BA L Ov MR f Gommtmednge ¢kt ff 12052014 VRIEZZ Comesc Gnd ff RG22 ZRIZSE [ Dyeamic
I “hrcSight™ WETT HUALL | chart ) s Evert_Count I'sort - Event_Count| . n Y
Sevests (Soanned 201548 events, 0019.236) | §
Chart Settings
A Search Results
204800
w200
T 1000
a0
]
o 7 # £ ot
i 4 o # x. S p o
#
dovicoProduct
rer— Evint et
sk Megatne 22053
Rutyhgplkatennie 1
unix 20078
[T o
Ietrssrinid 1
Lnitylen 148
orucle 1
[ i
Micrmact Wntom s
et Spaeem rogetan 10617
S Serer £
Displaying 1 - 24 o 84 Poge 1y
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How many events by each source from highest to lowest:

deviceProduct != "ArcSight" AND deviceProduct IS NOT NULL | chart sum(baseEventCount) as
Event_Count by deviceProduct | sort - Event_Count

() Arcsight Logger  Summary  Analyze ~  Dashboards  Reports  Configuaation ~  SystemAdmin Take me to._ (Alt+c) epsin: OB epsout O cru: 9% ;E‘.EL
W B G Lk~ | AlFields ) Customtimerange & Start O 12/15/2014 19:16:22 [ Dynamic End FQ B/16/2922  23:12:55 [ Dynamic
deviceProduct != "ArcSight” AND deviceProduct IS NOT NULL | chart sum(baseEventCount) as Event_Count by deviceProduct | sort - Event_Count - ﬂ ]
94 events (Scanned: 297,410 events, 00:31.527) | ¥
Chart Settings|
s00.000 Search Results
f ‘ o | I I
‘{isfe Weﬁ‘? 5 aﬁk‘“}‘ bﬁjh 4o ff;«‘é e«‘(f \.tii"’ &
¢ deviceProduct
deviceProduct Event_Count
Attack Mitigator 265116
RubyhpplicationArchive 21453
Unix 20900
Cisco NetFlow 19874
IntruShield 15472
Critical System Protection 13959
Control Manager 13700
UnityOne 13465
Microsoft Windows 13434
DOracle 13280
SQL Server 9667
Displaying 1- 25 of 94 Page 1 ofd p p|
Blue Coat Bytes In and Bytes Out
deviceVendor="Blue Coat" and destinationHostName is not null AND NOT
destinationHostName CONTAINS "windowsupdate" |chart sum(bytesin) as TTLBytesIn,
sum(bytesOut) by sourceAddress | sort — TTLBytesIn
deviceVendor="Blue Coat" and destinationHostName is not null AND NOT
destinationHostName CONTAINS "windowsupdate” |chart sum(bytesin) as TTLBytesIn,
sum(bytesOut) by sourceAddress | sort - TTLBytesIn
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Transaction

categoryBehavior = "/Authentication/Verify" AND categoryOutcome CONTAINS "/Success" AND
destinationUserName IS NOT NULL| transaction deviceProduct, destinationUserName
maxspan= 2h

04
() ArcsightLogger  Summary  Anslyze ~  Dashboards  Reports  Configuration ~  SystemAdmin | Take me to... (lt+o) e M s oo Ok 5:1.? U
G Ov MR % Gmtomtimerange & San B 12M15/2014 19:16:22 Oynamic End BF BM6/2922 | 2301255 [ Oynamic
ior = i iony/Verify™ AND categoryOutcame fSuccess™ AND destinationUserName IS NOT NULLI i i 8
destinationlserName maxspan= 2h 2] m J——
4,345 events (Scanned: 310,409 events, D0:01,530) | &
LR Time (Evest Time) Devica Legger  destinationUserMame devicePraduct duration ventidunt Sevicek
Selected Felda (0} @ 1 s ET2eRsT 10.0.0.16 1500 _events] toesl Zan Usin 439000 6 1 i wesight:]
Mo fiekds to displiry.
Discovered Flelds (00
Mo febs to display g 2 Z0M4N25192246PST 10.0.0.16 {S0X_events] ol Zam frovs 40000 & B e e
@ 3 2004112115 19:36:46 PST 000,16 {S0%_events] Lotal Twn Uiz 2433000 L1 1 L mesight:
W 4 20041215 1504207 PST 000,15 [500_events] Local T Linie 2433000 & 1 Uit weuight]
@5 200411215 19:51:44 PST 10.0.0.15 [S00_events] Local o [ 2433000 & 1 Ui aruight:

Transaction and De Duplication

categoryBehavior = "/Authentication/Verify" AND categoryOutcome CONTAINS "/Success" AND
destinationUserName IS NOT NULL| transaction deviceProduct, destinationUserName
maxspan= 2h | dedup deviceProduct, destinationUserName | sort deviceProduct
destinationUserName

() ArcSightLogger  summary  Analyze ~  Oashboards  Reports  Configuration ~  System Admin Take me to.., (Alt+o) eosin: 0B epsouc 0 w23 :1‘3;535\.-
g Oy MRk s Cawmumerwge $ San B3 120152014 191622 oynamk  End B B/16/2922 | 2312555 | | Dymamic
5 ior = i n rify mpcmqmuqm;ommus‘ml:::rslr i inaticnUiserName IS NOT NULLI i i 3 "ﬂ Advncad

254 gvants [Scanned: 310,409 events, 00:01.725) &
? Tirme (Event Time) Device Legger destinatenusername deviceProduct duranien eventroest device:
Sebected Fields (0] @ 1 EN2S IS ST 108817 [PELewents) Local  yuan Fan AESERVER ot 4 Fo R ACESERVE

o fiekds to displey

Discovered Firids (91
M fields 10 disslay @ 2 M4N2A151%2100 PET 100011 [dema_events] Local et gl 7503000 14 76 Feuesdty TednedS5HL

@ 3 INANZNS1XIRAZPST 00012 [eema_evenits] Lotal John Appleseed Basnet 2828000 14 &0 Do LDGIN

@ 4 201412115 192103 PST 10.0.0.12 [Sema_events] Local SNME Cisco VPN 2423000 55 F7i} 0311 MTHIE

"I} FNANZNE 192401 PET T0.0L0.12 [eena_events] Lotal admin Chyco VPN 1823000 24 124 (=20 AUTHE

@ 5§ 4NN 152802 PET 10.0.0.12 [demo_events] Local pptgnsser Ciseo VPN 1821000 12 B sm MUTHIE
@ T IMEANZNE 1RITE PST 000,12 [deena_sweeits] Local roat Chaco VPN 2440000 0 162 [<54] AUTHIS
m— — m— —
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11. Reporting Example

If you have two loggers peered, how can you report on the Average EPS per day per Logger

Here is the query, and with Logger 6.0 we wrote this report. Each Line in the chart is a Logger in
the peer group. And those lines in the chart are a little bit interactive, where you can scroll and
Logger will change and show the values.

The query

SELECT

DATE(events.arc_deviceReceiptTime) as "Date",
events.arc_deviceAddress as "Logger",
AVG(events.arc_deviceCustomNumberl) as "Average EPS"
FROM events

WHERE

events.arc_deviceEventClassld = "eps:100" AND
events.arc_deviceAddress IS NOT NULL
GROUP BY

events.arc_deviceAddress,
DATE(events.arc_deviceReceiptTime)

ORDER BY

DATE(events.arc_deviceReceiptTime)

Average EPS per day per Logger
Dec 10, 2014 12:27 PM
Start Time: 1172614 12:27 PM End Time:12/10/14 12:27 PM
Sean Limit0
Avg EPS per Day per Logger
192.168.2.55  0.03 192.168.2.57  0.34
1.5
g 1.0
b
%
T 12/06/2014:192.168.2,57 0.34 |
.0
/26 11/27 1128 QU39 130 12/01 1202 1203 12/04 ::*’sz-’” 12/08  12/0%  12/10
{2014 /2014 2014 [2014 /2014 [2014 f2014 /7014 /2014 fRo1d 70 72014 {2014 /2014 /2014
Date (Day)
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